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Interest in Machine Learning applications to tackle clinical and biological problems is increasing. This is driven
by promising results reported in many research papers, the increasing number of Al-based software products, and
by the general interest in Artificial Intelligence to solve complex problems. It is therefore of importance to
improve the quality of machine learning output and add safeguards to support their adoption. In addition to
regulatory and logistical strategies, a crucial aspect is to detect when a Machine Learning model is not able to
generalize to new unseen instances, which may originate from a population distant to that of the training
population or from an under-represented subpopulation. As a result, the prediction of the machine learning
model for these instances may be often wrong, given that the model is applied outside its “reliable” space of
work, leading to a decreasing trust of the final users, such as clinicians. For this reason, when a model is deployed
in practice, it would be important to advise users when the model’s predictions may be unreliable, especially in
high-stakes applications, including those in healthcare. Yet, reliability assessment of each machine learning
prediction is still poorly addressed.

Here, we review approaches that can support the identification of unreliable predictions, we harmonize the
notation and terminology of relevant concepts, and we highlight and extend possible interrelationships and
overlap among concepts. We then demonstrate, on simulated and real data for ICU in-hospital death prediction, a
possible integrative framework for the identification of reliable and unreliable predictions. To do so, our pro-
posed approach implements two complementary principles, namely the density principle and the local fit
principle. The density principle verifies that the instance we want to evaluate is similar to the training set. The
local fit principle verifies that the trained model performs well on training subsets that are more similar to the
instance under evaluation. Our work can contribute to consolidating work in machine learning especially in
medicine.

1. Introduction

Machine Learning (ML) for making predictions and extracting in-
formation from data is increasingly applied in many different fields,
from medicine [53,63] to finance [32]. Thanks to these algorithms we
are able to analyze the increasing mass of biological data produced by
next-generation sequencing technologies, to make inference about
genomic mutation pathogenicity [69,5,67] or cell type [33], to identify
therapy targets, and to design new therapeutic compounds [23]. ML can
also be used to extract information in EHR data to predict patients’
diagnosis [59], post-hospitalization risks [49] or heart failure [73], and
it can also support the analysis of emerging diseases, such as outcome
severity during COVID-19 infection [4].

Moreover, there is a fast increase in the number of FDA approved
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products that are now available on the market; most of them developed
for the fields of Radiology, but several other areas are represented, such
as cardiology and internal medicine [7]. The transition from research to
bedside poses several challenges in order to provide systems with safe-
guards that can allow a widespread clinical use [50,97]. Those chal-
lenges include logistical and regulatory issues, with focus on
trustworthiness and fairness [21,97]. Recently, the European Union
regulations, in compliance with the General Data Protection Regulation
(GDPR), have defined minimal standards for implementing ML systems
in public health, requiring, among others, the explainability of the
model. Explainable AI (XAI) is becoming a promising field of research
within the AI community. Its purpose is to investigate methods for
analyzing or complementing Al black box models to make the internal
logic and output of algorithms transparent and/or interpretable.
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Table 1
Definition of different concepts to evaluate a classifier on a test set, along with
possible measures and relevant probability distributions.

Relevant
Distributions

Concepts Definition Measures

Calibration ~ The predictive
probability

distribution of a

Calibration (reliability) P (Y € -[f(X))
diagram f(X)

classification
model honestly
expresses its
observed
probability
distribution [94]
How accurate is a
ML algorithm on
new independent
data even if one or
more of the input
independent
variables (features)
or assumptions are
drastically changed
due to unforeseen
circumstances
Variability of Z?i 1 p(yi‘ xi)(1 — p(yi} xi))
predictions as - N
described by

distributions of

predictions [64]

Robustness Accuracy on adversarial
samples or on small pX)

perturbations of inputs

Sharpness p(Y =C|X;0)

Table 2
Definition of different concepts to evaluate a classifier on a single instance,
along with possible measures and relevant probability distributions.

Concepts Definition Measures Relevant
Distributions

Uncertainty (ofa  Variability in a model’s ~ Variance, p(Y =C|X;0)
single ML prediction due to entropy,
prediction) different types of confidence

uncertainty (epistemic/ intervals
aleatoric uncertainty)

Reliability (of Degree of trust that the ~ Local fit p(Y =C|X;0)
single ML prediction is correct principle, pX)p(Y)
prediction) Py = =y) density

principle

Explainability can be thus perceived as a property through which ML
can gain trust from the user [74]. However, when dealing with a model’s
prediction, we trust the classifier not only if we understand its logic but,
most importantly, if its output classification is likely to be correct. XAI
may help in identifying incorrectly classified examples by identifying
artifacts or undesirable correlations from training [74], but it does not in
itself enable trust [42]. For instance, XAI may be less useful to identify
critical situations in the data when they are not known a priori by users.
In other words, XAI can be used to help understand the classification
process made by the model, but it cannot assess reliability of single ML
predictions per se. Understanding whether we can trust the prediction of
ML systems is crucial to identify failures, since ML inherently suffers
from dataset shifts and poor generalization ability across different
populations [50,41]. As a matter of fact, examples of fooling deep
learning (DL) networks with adversarial instances are widely reported in
the literature [96,24]. Generalization ability under data perturbation (i.
e. the robustness of the algorithm) can be promoted by using stable ML
methods and tested before deployment [86] and strategies for model
updating need to be considered for deployed models [22]. In addition to
that, we need methods and metrics to identify potential failures, due to
perturbations or poor generalization ability, a posteriori, as part of a
monitoring strategy of our model.

Assessing the reliability of ML predictions may increase the trust of
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potential users when using these tools in many high stakes applications
[42]. In a ML pipeline, model performance is evaluated on a set of in-
stances (test or validation set) through performance metrics such as
accuracy, sensitivity and specificity. These metrics represent an aggre-
gate prediction capability of the model on that test set, since they are
computed (in the case of a binary classification task) from the number of
true/false positive examples and true/false negative examples in the test
set, or from the complete set of predicted posterior probabilities (to
compute AUC and PRC). When the model is deployed, we would expect
that it will perform (on average) as well as it did on the test/validation
set. However, this may not be the case [76]. Moreover, the overall
performance metrics, mentioned above, do not provide a way to mea-
sure the performance of single new cases whose class is predicted by the
model during deployment [54]. Additionally, we may not know the true
class of these new future examples. For these reasons, it is crucial to
develop new types of metrics and methodologies that can aid us to un-
derstand whether the classification can be wrong case by case. For
instance, suppose that we have trained a ML model to predict whether a
patient has a tumor based on the results of laboratory testing and MRI
images. Suppose that the classifier predicts, for a certain patient, that
his/her probability of having a tumor is 0.89. The probability threshold
for classification is 0.5, therefore the classifier assigns the patient to the
positive class. Through reliability assessment, we would like to assign a
degree of reliability of such prediction. The pipeline may report that the
predicted class for our patient is “positive” with a certain reliability, for
instance 0.7, or a binary value (0 or 1, indicating an unreliable or reli-
able classification). In this article, we aim at discussing potential ap-
proaches to evaluate the reliability of ML model predictions that can be
integrated in clinical decision support systems. We use the term “reli-
ability” to indicate the degree of trust that we have on the prediction
made by the ML model on a single example, as used in Saria et al. [76]
and in [54]. The application of reliability can support the identification
of correct and incorrect cases, mentioned in the definition of “trust in
model correctness” [42]. Naively, the probability of the predicted class
could be seen as the classifier’s trust on that prediction, but this
approach can be misleading since it does not account for the algorithm’s
biases [54]. Other strategies can be pursued, but we observe a lack of
standardization in the usage of different terms such as reliability, un-
certainty or robustness in the literature. For this reason, we will first
start with a background section where we list the relevant concepts
pertaining to model evaluation, both in terms of performance ability and
reliability, and we then systematically review relevant papers that, to
some extent, cover our principles of interest. Afterwards, we will present
our approach to integrate different concepts to perform reliability
assessment on simulated and real clinical data, and we will conclude our
work with a discussion and some closing remarks.

2. Background
2.1. Terminology and problem definition

Let us consider the supervised classification problem, where a ML
model f : R"—R°®

has been trained on a training set D = (xu yi), where x; € R™ is the
vector containing the attribute values for the i-th example and y; € (1,.
.G, ...C) is the class of the training examples. In particular, for a
discriminative ML algorithm:

f ::p(Y :cj}X € D)

is the predicted posterior probability of the class being c; given the
training data D. In the development phase of our model, we need to
evaluate the performance of the ML classifier on a new set of data, called

testset T = (xj, yj) (alternatively, we can use bootstrap, cross-validation

or other resampling approaches to estimate errors). On the test set, the
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model is commonly evaluated in terms of its predictive accuracy, i.e. the
fraction of correctly classified examples in the test set. In many appli-
cations, such as in medicine, accuracy alone should not be the only
evaluation metric, especially when the classes are imbalanced and/or
the cost of misclassification for a class is higher with respect to the other
(s) [58]. For this reason, other metrics, such as precision (i.e. positive
predictive value), recall (i.e. sensitivity), specificity, F1 score and Mat-
thew’s Correlation Coefficient should be reported and analyzed as well
[43]. These metrics are applied to the discretized output of the classifier,
which is the posterior predicted probability of the class given the data.
The computation of such measurements on a test set represents the most
common approach to evaluate the performance of a classifier. Yet, other
measurements, reflecting different concepts, can be used during vali-
dation and deployment. Here, we provide an overview of these concepts,
reported in Table 1 and Table 2. Table 1 highlights metrics that are
computed on the entire test or validation set, while in Table 2 we re-
ported metrics applied to a single machine learning prediction.

Calibration measures whether the distribution of the target class
conditional on any given prediction of our model is equal to that pre-
diction [94]. It is worth noting that the concept of calibration is called
“reliability” in the weather forecast community [64], but in this paper
we will use “calibration” since with “reliability” we are referring to a
comprehensive concept that aims at assessing whether the predicted
class is equal to the true class of a single example. Through the vari-
ability of the predicted probability distributions we can evaluate the
sharpness [64], for instance by computing the variance of the predicted
posterior probabilities [90]. These “overall” metrics measure the ability
of the classifier on the complete test set. If the test set is representative of
the entire underlying population of interest, then we will expect that the
classifier will perform as well as in the test on future data coming from
the population. Another property that can be evaluated on a set of ex-
amples is the robustness of the classifier, i.e. how accurate is a ML al-
gorithm on new independent data even if one or more of the input
independent variables (features) or assumptions are drastically changed
due to unforeseen circumstances. Out-of-distribution (OOD) samples
and adversarial samples are often generated to fool DL [12]. Robustness
against adversarial attacks should be guaranteed in high stakes appli-
cations, such as medical ML [25].

These metrics are especially useful during the validation phase, to
understand how the model performs in general. In deployment, we may
want to understand how the classifier is performing case by case. In this
context, uncertainty is an important concept related to Al trust. In
statistics, uncertainty is a statement about a single prediction, that can
be for instance a confidence interval. Ideally, especially in the medical
field, a predictive model should have the ability to abstain from pre-
diction when the uncertainty is high [52]. Uncertainty can be related to
the model’s “self-confidence” on the prediction: for instance, given a
binary discriminative classifier outputting a probability, we can label
the model as “certain” when the predicted probability is near O or 1. In
this sense, uncertainty is a measure of sharpness on a single example.
From now on, we will refer to this type of uncertainty as “unsharpness”,
to distinguish it from the predictive uncertainty, which is due to the
epistemic and aleatoric uncertainty [65]. Aleatoric uncertainty refers to
uncertainty in the data, such as noise, while epistemic uncertainty refers
to the uncertainty in the model, such as the uncertainty in the model’s
parameters due to lack of knowledge. Epistemic uncertainty should in-
crease when the prediction is made on an instance which is “far” from
the training set (i.e. out-of-distribution (OOD) samples). The total un-
certainty is the sum of aleatoric and epistemic uncertainty. Aleatoric
uncertainty represents the irreducible part of the uncertainty, while
epistemic uncertainty is the reducible part of (the total) uncertainty. In
ML, the sources of uncertainty (aleatoric or epistemic) are not usually
distinguished [40]. Different methodologies allow for total uncertainty
quantification, either in terms of building a confidence interval around a
prediction, or by computing a single score. Gaussian processes can also
estimate uncertainty by computing the variance of predictions around a
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single point, and they have been used to select small molecules based on
predicted binding affinity with kinases [39]. A widely used method to
measure the uncertainty is by using multiple classifiers. Intuitively, the
more the classifiers disagree, the higher the uncertainty. Ensembles of
classifiers can be used to estimate both aleatoric and epistemic uncer-
tainty in a formal way, by computing the entropy or the relative likeli-
hood of the posterior probabilities predicted by each weak classifier
[82]. In Deep Networks, uncertainty is estimated using drop-out
methods or through ensembles of networks. In [56], the authors build
a DL network that includes drop-out Bayesian uncertainty estimation,
that can be used to diagnose diabetic retinopathy, showing that de-
cisions informed by uncertainty estimation can improve diagnostic
performance. Aleatoric and epistemic uncertainty of Bayesian deep
networks have been estimated for computer vision tasks in [51]. The
reader can refer to [2] for a review of uncertainty quantification of DLs
and to [40] for formal definitions of uncertainty and methodological
approaches to estimate total, epistemic and aleatoric uncertainty.
Another assumption that has been made is that the predicted probability
is the measure of (un)certainty, provided that the model is calibrated
[55]. However, calibration itself can suffer from dataset shift, thus
making this type of uncertainty estimation less trustworthy in case of
OOD examples [71].

In 2009, [10] defined reliability in ML as “any qualitative property or
ability of the system which is related to a critical performance indicator
(positive or negative) of that system, such as accuracy, inaccuracy, avail-
ability, downtime rate, responsiveness, etc”. In this paper, we are interested
in the assessment of individual (pointwise) reliability, thus we will use
the term reliability to indicate a property of a single ML prediction made
on a given sample. In this context, [76] put together principles from
reliability engineering to assure that a ML system performs as intended
in deployment, i.e. without failure and without specified perfor-
mance limits. These principles encompass (1) prevention of failures, i.e.
adoption of techniques, during development, to avoid possible incorrect
cases, (2) identification of failures during deployment and (3) mainte-
nance of the model, i.e. fix or prevent the failures when they occur. To
identify failures, the concept of point-wise reliability should be applied,
by evaluating the model’s prediction of a single instance and thus
possibly rejecting the classification when such prediction is deemed as
“unreliable”. To compute pointwise reliability, two principles should be
considered according to [76]:

1. density principle: it asks whether the test sample is close to the
training set (similar to outlier detection or out-of-distribution sam-
ples detection)

2. local fit principle: it asks whether the model was accurate on
training samples closest to the test case.

By evaluating these two principles we should be able to identify the
“context” in which the model is expected to be performant, thus pro-
moting the “trust in model correctness”. In other words, the model
should perform well on samples that (1) are similar to the training set
and (2) are similar to training samples on which the model performed
well. The density principle only refers to the distribution on the attribute
space of the training set and the new instance to be classified, while the
local fit principle also refers to the averaged performance of the classi-
fier. The first principle acknowledges that the model may be unreliable
when the distribution of the new data is changing for any reason. The
second principle acknowledges that the model was not “perfectly ac-
curate” in the first place (during model development and evaluation) on
specific subsets of the training set.

A formal definition of pointwise reliability was proposed by [54] as
the probability that the predicted class is equal to the true class value of
an instance. To calculate this probability, the authors proposed a
transductive approach that involves the re-training of the algorithm:
each time a new instance needs to be classified, the posterior predicted
probability of the original model is stored, the new instance is included
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Fig. 1. Supervised Machine Learning model life cycle. First, a model is trained on an available set of training samples (1). Then, the model is evaluated on a test set in
terms of different metrics (2). Eventually, the model is deployed, and it can be used for prediction on new cases (e.g. patients). In such single cases, the true class is
usually unknown, but it is necessary to understand whether the ML prediction should be trusted. Reliability assessment can support the identification of unreliable

predictions (3).

Approaches for
Reliability Assessment
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classifier’s properties algorithm re-training, etc.)
& characteristics ¢ Conformal prediction
Reliability based on * Bayesian classifiers, Gaussian
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¢ One-class SVM models for each class

Reliability based on * Tipically neural network with an
Embedded methods
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Reliability based on *  Autoencoder, Self Organizing Map
Unsupervised methods

Fig. 2. Taxonomy of approaches implementing reliability assessment reported in the literature.

in the training set and the model is re-trained. The posterior probability
is predicted by this second model, and it is compared with the stored
predicted probability. Intuitively, if the posterior probability changes
with some degree after the inclusion of the instance in the training set,
such instance is adding knowledge that was previously unavailable.
Therefore, the first predicted probability should be deemed as unreli-
able. However, this approach implies the re-training of the algorithm,
which is sometimes unfeasible due to computational time and/or un-
availability of the training set. Uncertainty may be used to evaluate the
reliability of a classifier, following the principle that we will be more
willing to trust a predictive model that is “certain” about a prediction.
For instance, through uncertainty estimation, in [56] the authors were
able to detect difficult cases for further inspection, resulting in sub-
stantial improvements in detection performance in the remaining data.
Moreover, as the epistemic uncertainty can be caused by OOD data, it
may seem that evaluating epistemic uncertainty naturally includes the
evaluation of the density principle. Yet, as studies have shown, uncer-
tainty evaluation through the predicted posterior probability is not
trustworthy under dataset shift [71], which is exactly the case in which
we would like to have a reliable approach to detect possible failures.
Also the robustness of the model is related to its reliability, since it
promotes the development of accurate models on adversarial samples.
Yet, robustness is limited to the evaluation of adversarial samples, while

a pointwise reliability estimation deals with any kind of future input
samples.

Fig. 1 shows a workflow for ML model development and deployment,
highlighting validation and continuous monitoring through reliability
assessment.

2.2. Related work

Several works incorporate the notions of reliability, uncertainty, and
robustness to provide classifiers able to detect potential failures. Some
classifiers naturally provide a way to compute a form of reliability
measure, while other work exploits or adapts well-known classifiers to
compute a form of reliability measure.

In particular, a branch of pattern recognition research, named
Learning with Reject Option (LRO), focuses on the development of
classifiers with reject ability. In LRO, the aim is to find a subset of the test
set for which the model has higher performances, thus identifying non-
reliable examples for which the classifier may withhold the classification
[6]. The concept of LRO is equivalent to the concept of “selective pre-
diction”, in which a model can choose to abstain itself from the classi-
fication when the uncertainty is high [31]. For instance, Bayes classifiers
were exploited to detect reliable regions in gene expression data [34],
while posterior probability and contextual information are used to
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classify images from teratoma tissues and reject non-reliable portions
[15]. By identifying samples for which the classification may be wrong,
classification reliability and classification with reject option can be seen
as synonyms [3,27,61]. Learning with rejection often implies the defi-
nition of a reject threshold. In pattern recognition, an optimal reject
threshold based on the rejection cost was formulated in 1970 [14], and a
reject threshold was computed based on the known costs of misclassi-
fication and rejection in text categorization [27]. An optimal reject rule
for a binary classification problem was also formulated by [89], in which
error costs peculiar for the particular problem are used to compute
optimal reliability thresholds based on ROC curves. [75] demonstrated
that the approaches from [14] and from [89] are actually equivalent.
Another important aspect is the performance evaluation of LRO classi-
fiers. [66] introduced the accuracy-rejection curve (ARC), which repre-
sents how the accuracy varies as function of the rejection rate. To
account for misclassification and rejection costs in applications such as
medical diagnosis, [1] recently extended the ARC curves.

A binary classifier with reject option (or reliability estimation) can be
developed in different ways: 1) by choosing a classifier whose charac-
teristics can be exploited to evaluate reliability 2) by thresholding the
predicted posterior probability or an uncertainty estimation 3) by
designing independent and complementary classifiers and 4) by
designing classifiers that intrinsically learn to classify with rejection
(also known as embedded methods) [61,85]. Also 5) unsupervised
methods, such as generative models, can be used to capture statistical
properties of the dataset to be used for reliability estimation. In the
following subsections we will discuss these different approaches (as
reported in Fig. 2). Note that we are interested in LRO methods that
identify unreliable regions on the feature space. Another application of
LRO methods is the detection of samples in outlier classes, in situations
where new classes can appear [47,88]. Moreover, we focus on reliability
assessment for classification problems, while also regression problems
may benefit from reliability estimation [9].

2.2.1. Reliability based on classifier’s properties and characteristics
Transductive algorithms, such as k-Nearest Neighbor and Support
Vector Machines, rather than output a general classification rule or
function, classify instances with respect to the available training set.
Therefore, reliability can be determined based on how much the new
case is “close” to the training set, an assumption that is included in the
“density principle” as well as in other previous work [30]. For instance,
using k-Nearest Neighbour, one can rely on the “purity” of the k nearest
neighbours for an example: if less than k’ neighbors are in the predicted
class, then the classification is rejected (i.e. unreliable) [37]. In [78] the
confidence of a SVM classifier is computed from the values of the
Lagrange multipliers, since they reflect how “odd” is a particular
example. The term confidence is sometimes used to refer to the same
concept of reliability [54,26,48,44]. Distance from the separating hy-
perplane of the SVM was used by [93] to detect arrhythmia from com-
plex electrocardiogram (ECG) signals and a SVM with 11 penalty and
reject option was developed by [13] to perform feature selection and
classify cancer samples based on gene expression profiles. Among neural
network approaches, LVQ (Learning Vector Quantisation) networks
consist of two layers for input and output and an array of codebook
vectors. The output is defined as the distance between the input vector
and the codebook vectors for every class. The classification for an input
sample x would be the class whose representative codebook vector has
the minimum distance to the sample x. The distances between the
sample and the codebook vectors of each class are used by [3] to esti-
mate the probability densities for codebook vectors, which in turn are
used to select the threshold for rejection. LVQ networks for LRO were
first proposed by [17,18] and were also used for reliable footstep
identifications [87]. It has also been argued that LVQ combines model
interpretability with the reject option [11]. Along with transductive
algorithms, conformal prediction can also be used to compute reliability.
Conformal prediction is a general framework that uses past experience
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to predict the confidence intervals for a new prediction in an on-line
setting, in which the prediction of a new case is made based on the
previous classified example. Given a predicted label y and the true label
y, conformal prediction can compute a 95% confidence interval that
contains the y label with at least 95% probability. Usually, such regions
also include the predicted label y In case of regression, ¥ and y are
continuous values, while for classification they are discrete values [81].
Conformal prediction is often applied for reliable drug discovery (see
[20] for a review) and can be extended to DL as well [36,62].

More recently, a new method computes the reliability of a trained
model provided that the gradient of its loss function is accessible [80].

2.2.2. Reliability based on uncertainty or predicted posterior probability

The most straightforward way to develop LRO classifiers is adding a
rejection rule to any type of classifier outputting a posterior probability
or an uncertainty estimation. The reject threshold is set according to
such value, based on some trade-off between misclassification and
rejection [27,34,8,95]. This approach is also called plug-in [14,35].
When using the predicted posterior probability, we assume that such
probability is calibrated. In this case, when the predicted posterior
probability for the predicted class is lower than a threshold, then the
classification is deemed as unreliable. In [72] authors define rejection
intervals, based on misclassification rates, for the predicted posterior
probability of a classifier that predicts the effect of amino acid sub-
stitutions on protein stability. In order to use a measure of uncertainty,
we can use Gaussian Process classifiers, or we can compute epistemic,
aleatoric and total uncertainty as the relative likelihood, or the entropy,
of the posterior probabilities predicted by each weak classifier in an
ensemble [40,82]. Alternatively, [48] exploited different “fusion
methods” for posterior probabilities of ensembles, for instance by sum-
ming or taking the maximum value of the probabilities, to develop an
anti-diabetic drug failure classifier with a reject option.

Recently, a variety of work has been published dealing with uncer-
tainty and rejecting options for DL networks. In [19], deep networks
ensembles are used to predict drug efficacy. It has been observed that DL
tends to provide high predicted probabilities also for misclassified ex-
amples. This is due to the fact that the softmax function, which is usually
used by DL to output a predicted probability, is fast-growing exponen-
tially [38]. Regarding the usage of the DL posterior probability as an
indicator of reliability, published results are contradictory [38]
observed that the predicted probability of misclassified examples can be
usually lower with respect to the correctly identified instances, and
therefore DL probabilities may be evaluated to reject a classification.
Lakshminarayanan et al. [55] successfully used an ensemble of networks
to estimate the uncertainty from the predicted posterior probability.
However [71] performed a large-scale evaluation of different methods
for quantifying predictive uncertainty under dataset shift and shows
that, along with accuracy, also the calibration of the classifier de-
teriorates under dataset shift. Consequently, using the classifier’s pre-
diction to detect unreliable classification may not be trustworthy. On
tabular medical data, a recent study found that, while ensemble methods
for prediction and uncertainty quantification are the best performing in
detecting correlation between uncertainty and performance, they are
less suited for the identification of out-of-distribution examples. In this
latter case, novelty detection methods, for instance based on Variational
Autoencoder (VAE) performs better [60]. The limitation of uncertainty
estimation to detect OOD examples is also reported by [92], where the
authors investigated different methodologies for uncertainty estimation
to detect OOD examples in medical data.

2.2.3. Complementary classifier

Another possible solution to design a pipeline that learns with
rejection in a binary classification problem is the development of two
independent classifiers. The first classifier is trained to output C1 only
when the posterior probability for C1 classification is high, the second is
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Xz

. Training samples class 0
. Training samples class 1
’ Sample to be classified

Xy

Fig. 3. Examples of inner and outer border samples on two attributes. A1-A6
belongs to class 0, B1-B4 to class 1. For attribute x;, A5 and B2 are inner
borders, A3 and B3 outer borders. For attribute x5, A5 and B2 are inner borders,
while A2 and B4 are outer borders A4 and B1 are outer borders. The test
example e; would be inner border for attribute x;, while the e; example would
be outer border for both for x; and x, attributes. Therefore, the reliability
computed for e; would be 1-/4=0.5, for e, the reliability would be 1-2/2 = 0.

trained to output C2 only when the posterior probability for C2 classi-
fication is high. The classification of a single new instance is seen as
reliable if and only if the two classifiers agree. This approach for clas-
sification with the reject option was proposed by [85] and a similar
methodology was developed by [61] for software defect prediction. [35]
fitted two one-class support vector machines (one for each class in a
binary problem) that detect the two unreliable regions (when examples
of different classes are overlapping in the feature space and when
samples are actually outlier) for rejections. One-class complementary
classifiers were also used in [44].

2.2.4. Embedded methods

Embedded methods intrinsically learn to classify with rejection
[28,30,31,57,84]. Back in 1992, [57] proposed a neural network able to
compute reliability of classification by adding additional output nodes
that provide uncertainty in the classification. [16] included the reli-
ability estimation within a DL approach by defining a new target crite-
rion for the network training. Rules for reliability assessment of
multilayer perceptron were also introduced [17,18], where the authors
assumed that the function that describes the performance of the net-
works is a linear function combining the recognition rate, the misclas-
sification rate and the rejection rate. The threshold for rejection is
computed according to the values of output nodes of the network.

Total population

o label_0
4- o label_1

a)
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2.2.5. Unsupervised methods

To capture similarities in data, also unsupervised methods, such as
Self Organizing Map (SOM), can be used to summarize the statistical
properties of the training data, and they are therefore suitable for
detecting patterns of reliable and unreliable instances [29]. Generative
models, like GANs, have been used to learn a reliable region in the
Learning with Reject Option (LRO) framework by [30]. GANs (Genera-
tive Adversarial Networks) are particular types of unsupervised net-
works, which consist of two models: the generative model generates
samples from a latent distribution learned from the data, and the
adversarial model predicts whether the generated samples belong to the
original dataset. For this reason, the discriminative model of GAN can be
used to detect OOD and therefore potentially unreliable samples. An
other type of neural networks, named autoencoder (AE), can learn
efficient codings of unlabeled data by attempting to regenerate the input
from the encoding. AE reconstruction error can be used as a measure of
uncertainty [60].

All the aforementioned work relies on the usage of particular types of
classifiers, forcing the user to choose among ensembles, transductive
algorithms etc, thus limiting them in the design of the model. Fewer
work has been developed to deal with any types of classifiers. Given that
the assumption for rejecting or assigning a low confidence/reliability to
an example is often that this example is “distant” from the training set,
the parallelism becomes clear between learning with rejection and data
subset selection, such as instance selection methods [29]. Instance se-
lection methods are usually exploited to remove from the training set the
non-useful instances, thus speeding runtime training while not affecting
classification performance [70]. Such non-useful instances may be those
similar to already well represented examples in the training set, and they
are not adding new relevant information to the dataset. Therefore, un-
like LRO, which is performed after model training, instance selection is
applied before training to select the most relevant examples in the
training set. In a recent work, we suggested the exploitation of instance
selection methods for learning with rejection [68]. We do not use
instance selection methods to actually select training examples, but
rather to assess whether a new unseen example would be selected as
“relevant” in comparison with the training set: if so, the new element
may not come from the training set population distribution, and there-
fore we cannot trust the model prediction (following the density prin-
ciple). Therefore, instance selection is performed after the training
phase, by comparing the training relevant examples with the new
example(s) to be classified. This approach can be applied to any type of
classifier. Another “classifier-independent approach” has been proposed
by [45]: first the authors detect high density region for each class by
filtering out training samples that may be outliers, and then a “trust
score” is calculated as the ratio between the distance from the testing
sample to the-high-density-set of the nearest class different from the
predicted class, and the distance from the test sample to the high-
density-set of the class predicted.

Total population with dataset shift
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Fig. 4. a) Simulated binary dataset b) Simulated binary dataset with dataset shift.
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Fig. 5. Performances of the RF (100 trees) on the validation (IID) and test set (OOD and IID), in terms of accuracy, F1 score, Matthews Correlation Coefficient, Brier
Score, Area Under The Receiving Operating Curve (AUC) and Area Under the Precision Recall Curve (PRC).
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Fig. 6. a) Boxplots of the RF total uncertainty on correctly classified examples and incorrectly classified examples in the validation set b) Boxplots of the RF total
uncertainty on correctly classified examples and incorrectly classified examples in the test set.

3. Reliability estimation following the density and local fit
principles

Previous work has shown that the usage of “classifier-related” met-
rics (such as posterior predicted probability) to assess pointwise reli-
ability may be biased and misleading given the intrinsic data-driven
nature of the classifiers. Moreover, “a classifier may simply not be the
best judge of its own trustworthiness” [45]. Motivated by this, we are
interested in investigating the use of approaches for reliability estima-
tion that are independent of the classifier chosen, and that does not rely
on the classifier itself to compute its own reliability. To do so, we believe

that the road to follow for reliability estimation should be based on the
local and density principles defined by [76]. In the following, we present
a possible strategy which is based on the implementation of these two
principles, and we demonstrate the utility of this approach on a simu-
lated and real-case medical dataset.

Given any type of classifier and the training set used to train the
classifier, we first apply the instance selection-based approach proposed
in [68]. Briefly, this approach first detects the “border” instances of the
feature spaces, that is, for each attribute, we identify those training
examples that are either inner or outer border for their membership
class. When a new example will be classified, the “density principle”
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Fig. 7. a) Test samples colored by the epistemic uncertainty value. b) Test samples colored by the aleatoric uncertainty value.

will be evaluated by comparing the example to the training border, and
its “density-based reliability” will be calculated by the simple formula:

m,
[(x) =1——
drel(x) -

where m, is the number of attributes for which the value of the new
example falls outside the training border and m is the total number of
attributes. The example will be considered as reliable according to the
density principle if the computed drel is greater than a given threshold.
An example on a simple dataset with 2 attributes is shown in Fig. 3. More
details can be found in [68].

After evaluating the density principle, we will evaluate the local fit
principle, i.e. we will check whether the algorithm performs well on
training samples close to the example. To do so, we will select the k
nearest examples in the training set (or in a validation set coming from
the same exact distribution of the training set), and we will calculate
average performance metrics, such as accuracy or F1 score, on these
neighbors. If the performance metrics are above a predefined threshold,
we will evaluate the classifier as “trustful” on that example following the
local fit principle. The threshold should be selected by the user, ac-
cording to the desired and realistic performance that can be achieved
within the specific problem. Eventually, the example will be considered
as reliable if it is reliable according to the density principle and to the
local fit principle.

We then compare this approach to an uncertainty-based estimation,
by using a Random Forest (RF). RFs are widely used also in clinical
application since they have shown high performances in different pre-
diction tasks [79,79]. In addition, it has been recently shown how it is
possible to compute prediction uncertainty as the entropy of the pre-
dicted posterior probabilities as reported in [82]. For continuous mea-
sure of reliability (e.g. uncertainty and density based-reliability), the
optimal threshold to label an example as “reliable” or “unreliable” can
be selected as follows: for different thresholds, we will compute the
entropy of the reliable and unreliable sets with respect to the label
“correctly classified” and “incorrectly classified” by the classifier. The
threshold with lowest entropy will be selected. By doing so, we select the
threshold that is more able to distinguish correctly classified and
incorrectly classified examples. In particular, we will train a RF with 100
trees and at least 10 samples per leaf. We apply the two approaches for
pointwise reliability estimation to detect incorrectly classified examples
on a simulated dataset and on MIMIC-III, a widely used medical dataset
which collects de-identified health data associated with thousands of
intensive care unit (ICU) admissions [46]. Code is available as Google
Colaboratory  notebooks  (https://github.com/GiovannaNicora/re
liability).

3.1. Simulated dataset

We simulate a binary classification problem under dataset shift. First,
we generate normally distributed samples (std = 1) with 2 features and
classes overlaps. Each class is represented by a cluster in the 2d space, as
reported in Fig. 4a. The dataset is made of 6000 samples, 80% of which
in class 0 and the remaining in class 1. This dataset represents the true
underlying population. We then want to simulate 1) that the available
class distribution in the training set is different from the true population
and 2) that dataset shift occurs. Therefore, we selected about 800
samples for training and about 300 for validation. In both training and
validation, samples are equally distributed in the two classes. The
remaining samples are kept for final testing. We then simulate dataset
shift of the red class by shifting the “red samples™ along the x axis and by
adding random noise to the y axis (Fig. 4b). The shifted samples will be
part of the final test set. In this context, the validation set represents an
IID population, while the test set will gather both IID and OOD instances.
The validation and the test set will only be used to evaluate the per-
formance of the classifier, as well as reliability estimation, and they will
not be used for hyperparameter tuning or model selection. The valida-
tion set will be used to select thresholds for reliability based on uncer-
tainty and based on the density principle, while the threshold for local fit
principle was empirically set to local accuracy equal or higher than 0.75.
For additional information about the experiments, code is available
(https://github.com/GiovannaNicora/reliability). After developing our
ML classifier, errors can occur for different reasons: on one hand, the
classifier may be wrong when there is overlap between the feature
values of the two different classes (aleatoric uncertainty) and when the
dataset shift occurs (epistemic uncertainty). To detect reliable and unre-
liable examples, we will apply and compare the approaches detailed in
previous sections: reliability will be evaluated (1) in terms of local fit
and density principles, (2) in terms of the predictive uncertainty.

3.2. MIMIC-III dataset

The MIMIC-III dataset is a freely available resource that contains
clinical data and vital signs of thousands of patients in ICU. In particular,
we used the preprocessed dataset made available by the PhysioNet 2012
challenge [83]. We are interested in developing a model to predict in-
hospital death from clinical data. Moreover, we will examine whether
bias in the training set will affect test performance and if reliability
assessment can support the user to identify such unreliable predictions.

After removing features with at least 90% of missing values and
patients with at least a missing value, we obtain a dataset of 4480 pa-
tients that survived (“In-Hospital death” = 0) and 768 that died in the
hospital (“In-Hospital death”=1). More details about the features set can
be found in [83] and in https://physionet.org/content/challenge-2012/
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1.0.0/. In this case, we would like to simulate the situation in which
some sub-populations of patients are not represented, or they are under-
represented in the training set. To do so, we simulated the extreme case
in which only male patients are available in the training set. We there-
fore select 70% of male patients for training and validation (that will be
exploited for reliability and uncertainty thresholds selection), while the
remaining, plus the female cohort, will be used for testing. The i.d,d set
(1716 male patients in class 0 (alive) and 277 male patients in class 1
(deceased)) will be divided into 70% training and 30% validation. The
test set will be made of more than 2273 female patients and 893 male

Journal of Biomedical Informatics 127 (2022) 103996

patients. Therefore, in the test set, around 72% of patients are female. In
the training set, 14% of patients are in class 1, while in the test the
percentage of patients in class 1 is higher (23%). We select as a classifier
a Random Forest, which allows us to compute uncertainty, as explained
in the previous section. Best thresholds for uncertainty and density-
based reliability will be computed on the results of the predictions
made on the validation (i.i.d.) set. Also in this case, as in the simulated
dataset, the validation set is similar to the training set. We carried out an
additional experiment on the MIMIC dataset, reported in the Supple-
mentary Material, where the data shift is simulated using age groups. In
this case, we exploited as classifier a Lasso logistic regression, and we
used the predicted posterior probability as uncertainty estimation (see
Supplementary Material).

4. Results
4.1. Simulated data

Fig. 5 shows the performance of a RF on the simulated validation set
(which is identically distributed, IID) and on the test (which also con-
tains out-of-distributed, i.e. OOD samples).

As expected, the performances on the IID validation set are high,
while all the metrics, including calibration and AUC, decrease when the
properties of the dataset are different from the training set. In this case,
we have both imbalanced data and OOD data.

Aleatoric, epistemic and total uncertainties are calculated on each
validation and test samples. As we can see in the boxplot of Fig. 6a, the
total uncertainty of the correctly identified validation samples are
distributed around lower values in comparison to the incorrectly clas-
sified validation samples, and the uncertainty means are statistically
different according to a t-test result. In Fig. 6b we can observe that, for
the test set, the distributions of correctly and incorrectly classified ex-
amples are more similar, even though their means are significantly
different.

By focusing on the test samples, we can see how the aleatoric and
epistemic uncertainty varies in the feature space (Fig. 7).

These results confirm that the epistemic uncertainty is higher for the
OOD samples, while the aleatoric uncertainty is capturing the noise
when the two classes are overlapping.

Fig. 8 compares the correctly and incorrectly classified samples with
the reliable and unreliable examples as labeled by the uncertainty
method and by the combination of density and local fit principles.
Ideally, the incorrectly classified examples should be labeled as
unreliable.

As we can see, the RF fails to correctly classify IID samples that fall in
the feature space where there is an overlap of the two classes. The
reliability based on uncertainty estimation, as well as the reliability
based on the local fit and density principle, are able to label as “unre-
liable” these samples. Regarding the OOD samples, which all belong to
the class 1, only those points whose y value is roughly higher than —0.5
are incorrectly classified. On these shifted data, the uncertainty esti-
mation labels as “reliable” the majority of misclassified points while
samples in the area with the majority of correctly classified points are
labeled as “unreliable”. Therefore, the uncertainty estimation seems to
be less trustworthy on shifted data. Instead, the approach based on the
local fit and density principles labels as “reliable” those OOD samples
which are nearer to the IID clusters along the x axis.

We then investigated whether the performances of the classifier on
the reliable and unreliable sets differ (Fig. 9). Ideally, the reliable set
should consist of samples for which the classification is more trust-
worthy. Therefore, performance metrics on the reliable sets should be
higher. All the performance metrics, except for the area under the
precision-recall curve and the F1 score, decrease in the unreliable set in
comparison to the reliable one. The performance decrease of the unre-
liable set is higher when using the reliability estimation with local fit
and density principles. For instance, the Matthews Correlation
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Fig. 9. a) Performance of the classifier on the entire test set, on the reliable set and on the unreliable set identified through the uncertainty estimation. b) Per-
formance of the classifier on the entire test set, on the reliable set and on the unreliable set identified through the application of the local fit and density principles.

coefficient for the unreliable set according to the uncertainty method is
42%, while it drops to 34% for the unreliable set detected with the local
fit and density principle. The AUC of the reliable and unreliable sets
according to the uncertainty are comparable (75% vs 72%), while their
difference is higher with the second method (86% vs 64%). Therefore, in
this simulated case a reliability estimation based on local fit and density
principles seems to perform better than the uncertainty-based estima-
tion in the identification of reliable and unreliable instances.

4.2. MIMIC dataset

Fig. 10 reports the results of a RF trained on male patients.

The performance on the test set, both on the IID and the OOD sets,
are lower than those reported on the training set through a 5-fold cross
validation. Yet, on the IID set, the results are slightly higher in com-
parison to the OOD set (female patients). We then calculated the un-
certainty and the reliability to evaluate whether we would be able to
identify a subset of patients with a higher chance of being correctly
classified. By analyzing the performance metrics computed on the reli-
able and unreliable sets according to the uncertainty (Fig. 11a and
Table 3), for this particular dataset, the uncertainty-based method did
not label any true positive example as reliable. On the contrary, the
reliability based on the local fit and density principles labels all the false
negative and false positive samples in the unreliable sets, while the
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Fig. 10. Performance of the classifier on the training set (5-fold cross validation mean and standard deviation), on the validation set and on the IID test set and on

OOD test set.

reliable set is entirely made of correctly classified examples (Fig. 11b
and Table 4). Some correctly classified samples are labeled as unreliable.
Reliability estimation in a region informs us about the distance from the
training set, independently of the labels. This implies that reliability
estimation provides a warning sign about the machine learning predic-
tion by computing how far a particular sample is “distant” from the
training set and/or whether it falls in a region where a high number of
errors occur. Still, the model can correctly classify unreliable samples,
even if this should occur at a lower rate.

According to the reliability computed with the local fit and density
principles, 45% of the test set is considered reliable (70% females) and
55% unreliable (73% females). The percentage of reliable predictions on
female patients is 444%, while 47% of predictions on male patients was
considered reliable. If we consider the reliable and unreliable sets
identified with uncertainty, we see that 67% of the test set is considered
reliable (71% females) and 33% unreliable (73% females). The per-
centage of predictions supposed to be reliable on female patients is 66%,
while 70% of predictions on male patients was considered reliable. From
these results, we can observe that the strategies behave as expected, and
that, while both are able to highlight that predictions on females are less
reliable than one on males, local fit and density principles are able to
label a higher percentage of predictions on o.0.d. samples (odds ratio
1.144) as unreliable than uncertainty (odds ratio 1.135).

5. Discussion

ML applications to medical-related problems need not only to show
high performance during validation, but they also need to demonstrate
their trustworthiness throughout the entire deployment phase. Intrinsic
trust can be achieved through explainable methods that pinpoint the
reasoning process performed by black box predictive models. Reliability
monitoring is as crucial as explainability. Our claim is that the imple-
mentation of reliability monitoring mechanisms should be a require-
ment of any ML applications to achieve trust. Reliability is also a
requirement of the recent guidelines from the European Commision for
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the development of trustworthy Al systems (https://digital-strategy.ec.
europa.eu/en/library/ethics-guidelines-trustworthy-ai). In such guide-
lines, it is stated that “a reliable AI system is one that works properly with a
range of inputs and in a range of situations”. We need therefore to define
(1) when a system is considered to work properly and (2) what is the
acceptable range of inputs and situations. In this paper we concentrate
our attention to point-wise prediction reliability, which is the degree of
trust that the predicted class is equal to the true class of a single instance.
In other words, it is the degree of trust that the classification is correct.
Reliability can be judged by analyzing whether the instance to be clas-
sified falls into a “trustworthy” region of the feature space, where the
classifier should be confident and sure about the prediction. This region
contains samples coming from the same distribution of the training data
(i.i.d. samples) and for which the classifier showed “good fit”, for
instance high accuracy. Other approaches to estimate reliability rely on
uncertainty estimation, or using particular types of classifiers, such as
conformal methods.

Yet, incorporating reliability estimation within a ML pipeline also
adds computational complexity. For instance, when the reliability is
computed by comparing the training set to each new instance to be
classified, the user needs to have access to the training data. Access to
training data can be unfeasible or even impossible, due to the dimen-
sionality of the training set or to privacy issues.

A well-known paradigm to deal with these issues is represented by
instance selection methods, which select only the most informative
training examples to be stored. We suggest using such methods for
reliability assessment. In this case, instance selection methods choose
the most informative training samples that will be compared with new
instances for reliability assessment. The results may depend on the
specific method used to evaluate if the example of the test set is OOD.

In our paper, we have presented an approach that is even more
parsimonious, since it performs OOD reliability assessment by defining
boundaries attribute-by-attribute, both in the original or in a trans-
formed feature space. In this case, the additional information to be
retained can be compactly represented by O(m) number of variables.
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Fig. 11. a) Performance of the classifier on the entire test set, the reliable and unreliable set according to the value of uncertainty. b) Performance of the classifier on
the entire test set, the reliable and unreliable set according to the local fit and density principles.

Despite its simplicity, our approach has some limitations. First of all, by
detecting border examples attribute-by-attribute, we do not take into
account possible correlations between features. Secondly, the results of
reliability assessment may depend on parameters that are tuned by the

Table 3
Confusion matrix of the test set, the reliable set and the unreliable set detected
with the local fit and density-based method.

TN TP FP EN user, such as the threshold for reliable/unreliable labelling, the number
All test set 2658 31 30 447 of neighbors and the distance function chosen to select those neighbors
Reliable set 1416 8 0 0 within the application of the local fit principle. When applying the
Unreliable set 1242 2 30 437 density principle, the values of the features in the training set are used to
select the borders. Before testing, users can select a threshold for reli-
ability, by either using another dataset (which we called “validation set”
Table 4 in our experiments), or, in absence of a third dataset, by choosing a
Confusion matrix of the test set, the reliable set and the unreliable set detected predefined threshold. We showed how to perform reliability assessment
with the uncertainty method. on a simple simulated dataset and on the well-known medical dataset
™N TP P N MIMIC. For illustrative purposes, in the first simulated binary dataset of
two dimensions, we added a shift that affects only one of the two classes

All test set 2658 31 30 447 . o . L .
Reliable set 2010 0 0 129 i.e. the positive class (red samples). In medical applications, this may

Unreliable set 648 31 30 318 happen for instance, when interventions are taken to treat a disease.
Consider for example an application where the aim is to detect cancer
cells in a patient based on single-cell gene expression profiles. Suppose
that the classifier is trained on data coming from patients before

12
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treatment. If a new treatment, targeting cancer cells only, is available,
such treatment can modify the gene expression profiles of the targeted
cancer cells before they die. Therefore, we may observe a shift in gene
expression features that affect only the positive class. Yet, in the ma-
jority of applications the shift will affect the entire population, regard-
less of the class. The investigation of different types and combinations of
covariate shifts is an important topic. Another possible approach can be
to simulate a dataset shift that corresponds to a change of the very na-
ture of the distribution itself. An extensive benchmarking of this method
applied to different Machine Learning classifiers, along with the previ-
ously published approaches mentioned in the Background sections, will
be performed as future work. Additionally, the qualitative evaluation of
the different methodologies that can compute a form of a reliability
measure is complex, and standard procedures to obtain these measures
are missing to the best of our knowledge. In our results, we computed
different metrics on the reliable and unreliable sets to qualitatively
evaluate whether reliable predictions were associated with better per-
formance metrics. This method implies that the ground truth of test data
is available. In the scenario in which reliability assessment is deployed
within a machine learning pipeline, and it is applied to new prediction
(s), the ground truth may not be available. Therefore, it may be
impossible to monitor the reliability performance as we reported in the
paper, and new metrics should be developed. Yet, it is when the ground
truth is not available (during deployment), that an approach for reli-
ability estimation can guide and support the user, by “raising an alarm”
when predictions are labeled as unreliable. Reliability may also support
monitoring, by highlighting possible shifts and bias in the data. Coupled
with XAl reliability can promote trustworthiness in a model’s predic-
tion. While local XAI can show the relationship between feature values
and the prediction on a single instance in an interpretable way, reli-
ability assures that the model is being used as intended, i.e. on data
coming from a region of the features space where the classifier should be
confident.

An interesting, improved approach is to resort to generative models.
Such models can be flexibly used to perform data distribution assess-
ment. By capturing the statistical properties of the training data, they
can be either used to compute goodness of fit measures or to generate
synthetic data [91] that can be used to substitute real data during reli-
ability assessment.

6. Conclusion

We formally defined different metrics for reliability estimation and
comprehensively reported different methodologies that have been used
to evaluate reliability, not only in healthcare applications.

We then showed a simple approach to include a reliability estimation
to any type of classifier. Such reliability is computed following the local
fit and density principles defined by Saria et al. [76]. We compared this
method to reliability according to the level of the uncertainty, and we
investigated which of the two methodologies is best suited for the
identification of incorrectly classified examples, both on a simulated
dataset and a clinical dataset. In these two experiments, the reliability
based on the local fit and density principles seems to perform better in
the identification of samples for which the classifier is correct at a higher
rate. We also compared the local fit and density principles with reli-
ability based on the predicted posterior probability. Our results confirm
that the predicted posterior probability as a measure of reliability of the
classification can be less useful under dataset shift (see Supplementary
Material). We conclude that the usage of “classifier-related” metrics
(such as posterior predicted probability, uncertainty or conformal pre-
diction) to assess pointwise reliability may be biased and misleading
given the intrinsic data-driven nature of the classifier. Reliability esti-
mation should evaluate the classifier’s output independently of the
classifier itself. However, additional experiments should be carried out
on different types of both simulated and medical datasets for further
evaluation.
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