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ARTICLE INFO ABSTRACT

JEL classification: Cyber incidents are becoming more sophisticated and their costs difficult to quantify. Using a unique database
D5 of cyber events across sectors in the US, we document the characteristics and drivers of cyber incidents.

D62 Cyber costs are higher for larger firms and for incidents that impact several organisations simultaneously.
D82 Events with malicious intent (i.e. cyber attacks) tend to be less costly, unless they are on the upper tail of
Iiil the loss distribution. The financial sector is exposed to a larger number of cyber attacks but suffers lower

costs, on average. The use of cloud services is associated with lower costs, especially when cyber incidents are
Ié%‘::’; ?ssk relatively small. As cloud providers become systemically important, cloud dependence is likely to increase tail

risks. Finally, we document that higher expenditure on IT is associated with future reduced costs from cyber
incidents.

Cloud services
Financial institutions
Cyber cost

Cyber regulation

1. Introduction

Information technology (IT) has become a critical component of
well-functioning economies, underpinning economic growth over the
past decades. Organisations of all sizes in both the public and pri-
vate sector are becoming ever more interconnected and reliant on
IT products and services, such as cloud-based systems and artificial
intelligence. Accordingly, there is a growing exposure to cyber risks,
and public awareness of these threat has been on the rise (see Fig. 1).
Cyber risk commonly refers to the risk of financial loss, disruption or
reputational damage to an organisation resulting from the failure of
its IT systems.! The increasing reliance on cloud technologies exac-

erbates these risks, as it increases interdependence across firms that
have shared exposures to similar (or even the same) cloud service
providers.

Firms actively manage cyber risk and invest in cyber security.
However, cyber costs are difficult to quantify.? In the financial sector,
cyber risks are a key “known unknown” tail risk to the system and
a potential major threat to financial stability.> More broadly, cyber
risk in sectors that play a critical role in the economic infrastructure
could have systemic implications and can be viewed as a matter of
national security (Brenner, 2017). Despite such considerations, infor-
mation concerning the costs, drivers and potential mitigating factors of
cyber incidents is relatively scarce.
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1 These episodes include malicious cyber incidents (cyber attacks) where the threat actor intends to do harm (e.g. ransomware attacks, hacking incidents or
data theft by employees). High-profile attacks such as the WannaCry incident in May 2017 contributed to the growing concern around cyber risk.

2 The high degree of uncertainty and variability surrounding cost estimates for cyber security incidents has consequences for policy-makers. For example,
it is difficult to foster robust insurance markets, as well as to make decisions about the appropriate level of investment in security controls and defensive
interventions (Biener et al., 2015; Wolff and Lehr, 2017).
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Fig. 1. Interest on cyber risk is on a par with operational risk. Notes: Number of online searches for “cyber risk” and “operational risk” over the last decade. Worldwide search

interest is relative to the highest point (=100). Data accessed on 7 Feb 2020.
Source: Google Trends.

This paper seeks to help fill this gap by using a sample of 3705
cyber events across all economic sectors in the US, sourced from the
Advisen cyber loss database. First, we document a series of stylised
facts. The frequency of cyber incidents rose strongly in the decade
leading up to 2016, but has since moderated somewhat. This reduction
could reflect increased investment in cyber security, but also delays in
discovery or reporting.” We find that certain economic sectors display
a greater resilience to cyber incidents: for example, the financial sector
has experienced a higher frequency of cyber incidents but these have
been, on average, relatively less costly. Regarding the type of incident,
data breaches, phishing or skimming and security incidents, appear to
be most costly. Of particular concern is that data breaches are not only
costly, but also relatively frequent.

The paper then documents cyber risk drivers. We first identify the
key drivers contributing to the costs of cyber-related events. Firm size
- measured in terms of total revenues — is positively correlated with
the average cost of an event, implying that larger firms tend to incur
larger costs. However, the elasticity is quite low: a 1% increase in total
revenues is associated with a 0.2% increase in cyber costs. Cyber events
impacting multiple firms at the same time (i.e. “connected” events)
are also associated with higher costs. Cyber-related incidents can occur
unintentionally — e.g. a bug in some internally developed software — or
can also be caused by an actor with malicious intent.”> Malicious cyber
attacks have, on average, lower costs. However, a quantile analysis
reveals that at the tail of the sample distribution this relationship is

4 This phenomena is widely recognised in the operational risk literature
(see Aldasoro et al. (2020) and Carrivick and Cope (2013)). The dataset used
here does not allow us to accurately estimate such “end-of-sample” bias.

5 The best known types of cyber attack are: man-in-the-middle attacks,
cross-site scripting, denial-of-service attacks, password attacks, phishing, mal-
ware and zero-day exploits. Man-in-the-middle attacks occur when attackers
insert themselves into a two-party transaction. Cross-site scripting is a web
security vulnerability that allows attackers to compromise the interactions a
victim has with a vulnerable application. Denial-of-service attacks flood servers
with traffic to exhaust bandwidth or consume finite resources. Phishing is the
practice of stealing sensitive data by sending fraudulent emails that appear to
be from a trustworthy source. Malware (i.e. “malicious software”) is a software
designed to cause damage to IT devices and/or steal data (examples include
so-called Trojans, spyware and ransomware). A zero-day exploit is an attack
against a software or hardware vulnerability that has been discovered but not
publicly disclosed.

reversed and in fact malicious incidents are associated with higher
costs. This finding indicates that, while most attackers are stopped
before they can do considerable harm, a successful attacker can go on
to cause extensive damage.

We then study the effects of reliance on cloud services and digital
technologies more broadly. In principle, reliance on the same service
provider by multiple organisations can yield positive externalities by
fostering economies of scale and information sharing (Rowe, 2007).
Cloud technology can thus reduce IT costs, improve resilience and
enable firms to scale better (Financial Stability Board, 2019). How-
ever, it also strengthens interdependence, not least given the high
concentration of the market for cloud service providers. By analysing
the cost-benefit trade-off, we find that the use of cloud services is
associated with lower costs of cyber events. While this speaks to the
resilience of cloud technology, it should be interpreted with caution.
As firms’ exposure to cloud services continues to increase and cloud
providers become systemically important, cloud dependence is likely
to increase tail risks (Danielsson and Macrae, 2019).

Finally, we use data on the level of IT spending across sectors to
assess the relationship between investment in IT and the cost of cyber
incidents. This analysis can act as a helpful indicator to policymakers
as to which sectors may be exposed due to underinvestment in their
IT systems. We find that higher expenditure in IT is associated with
lower costs at the mean and at the tail of the distribution. Sectors
that appear to benefit from this higher level of spending include the
manufacturing and the finance and insurance sector. For the latter this
could be due to the effects of regulation and a years of experience being
a prime target for cyber criminals. The dividend of such investments is
evident through our additional analyses, whereby an annual increase in
IT investment is associated with a reduction of costs in the subsequent
year.

The rest of the paper is organised as follows. Section 2 discusses
related literature. Section 3 contains a description of the data. Section 4
discusses our baseline results. 5 explores whether exposure to cloud
services affects the cost of cyber events. Section 6 analyses the optimal
amount of IT spending across sectors. Finally, Section 7 concludes.

2. Related literature
Most of the few empirical studies on cyber risk rely on collected

publicly available data sources. Goldstein et al. (2011) study how the
exposure to IT operational risk could translate into significant losses
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in firms’ market values. Biener et al. (2015) emphasise the distinct
characteristics of cyber risks compared to other operational risks. The
presence of highly interrelated cyber losses, lack of data, and severe in-
formation asymmetries, hinder the development of a sustainable cyber
insurance market, an essential element to encourage improvements in
cyber resilience. Romanosky (2016) and Chande and Yanchus (2019)
use the Advisen dataset to study losses from cyber events across sectors
and provide an initial estimate of firm risk by sector. Our paper builds
on their work by looking at how characteristics of sectors’ management
of IT resources can mitigate costs.

An important part of the cost of cyber events is arguably given by
the reputational component, which is notably hard to assess. Makridis
(2020) find that for the subset of the largest data breaches, brand power
(a survey-based measure of reputation) and familiarity decrease by 5%—
9% after the event (whereas they increase by 26%-29% for a typical
data breach). Kamiya et al. (2021) find that a successful data breach can
decrease shareholder wealth by 1.09% in the three-day window around
the attack. These findings suggest economically large reputation costs.

The literature highlights that the observed heterogeneity in cyber
costs across sectors heavily depends on the environment in which each
firm operates, as well as IT security investments. Kamiya et al. (2018)
find that cyber attacks are more likely in industries that face less
intense product market competition and with higher growth oppor-
tunities. Moreover, controlling for firm characteristics, they find that,
among the major industries, cyber attacks are more likely in service
industries, wholesale/retail trade, and transportation and communica-
tions. Makridis and Dean (2018) find heterogeneity in cyber attack
episodes amongst sectors when it comes to data breaches. In particular,
companies in the finance, insurance, retail and merchant sectors are
the biggest targets. Makridis and Liu (2021) also suggest that higher
productivity firms have fewer cyber security vulnerabilities and are
able to gain access to more and better human capital to help mitigate
cyber security vulnerabilities.

Regulation can also play a key role in firms’ motives for security
investments. Based on a survey of more than 700 firms, Rowe and
Gallaher (2006) find that the vast majority believe that regulation has
increased the overall level of security. However, some firms reject this
view, because excessive cyber security costs imposed by regulation
could stifle firms’ ability to innovate (Etzioni, 2011). While our paper
does not enter into the debate on who should bear the cost of cyber
security, we find that sectors with a more robust policy framework
toward cyber risk tend to reap benefits in terms of lower costs of cyber
incidents.

Some sectors make better targets than others, as they provide crit-
ical infrastructure for the functioning of the economy. The financial
sector is frequently targeted due to its high exposure to IT and its
credit intermediation role (Kopp et al., 2017). Cyber attacks on this
sector could create cascade failures that are not completely under-
stood nor adequately quantified by sector-specific simulations (Brenner,
2017). Kashyap and Wetherilt (2019) outline some principles for reg-
ulators to consider when regulating cyber risk in the financial sector.
The Basel Committee has also published guidelines for banks regarding
best practice regarding cyber risk (Basel Committee on Banking Super-
vision, 2018). Given that financial institutions tend to maintain better
data collection practices due to regulatory reporting, empirical studies
focusing on this sector are more developed.

Using a large cross-country panel, Aldasoro et al. (2020) find that
cyber losses represent a relatively small share of operational losses
for banks. In recent years, however, losses from cyber events saw a
spike, with a corresponding increase in risk. The value-at-risk (VaR)
associated with cyber events can range from 0.2% to 4.2% of banks’
income.® This amounts to around a third of operational VaR. The extent

©® Estimates by Bouveret (2018) — based on data collected from media and
newspaper articles across countries — point to sizeable potential losses in the
financial sector. His estimate of value-at-risk ranges between 14% to 19% of
net income.
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of operational and cyber losses depends on the supervisory environ-
ment. A higher quality of supervision — as measured by a financial and
supervisory quality index — is associated with lower losses, in terms of
both frequency and amount.

Duffie and Younger (2019) find that a sample of 12 systemically im-
portant U.S. financial institutions have sufficient stocks of high-quality
liquid assets to cover wholesale funding runoffs in an extreme cyber
event.” From the literature on operational risk, the size of financial
institutions is positively linked with the that of operational losses (Shih
et al., 2000; Curti et al.,, 2019). A large share of banks’ operational
losses can be traced to a breakdown of internal controls (Chernobai
et al., 2011). We devote particular attention to the drivers of cyber risks
in the financial sector and how these could differ from other economic
sectors.

3. Data

The data are obtained from Advisen, a for-profit organisation which
collects information from reliable and publicly verifiable sources such
as websites, newsfeeds, specialised legal information services, multiple
online data breach clearinghouses and federal and state governments
in the United States.® The entire Advisen database contains a total of
137,164 cyber incidents. Each cyber incident is linked to an ultimate
parent company and includes, amongst others, the following charac-
teristics: (i) case type (e.g. data breach, phishing); (ii) affected count
(e.g. in the event of a data breach, how many details were stolen);
(iii) accident date; (iv) source of the loss; (v) type of loss; (vi) actor
(e.g. state-sponsored, terrorist, etc.); (vii) loss amount; (viii) company
size (proxied by total revenues); (ix) company type (e.g. government,
private); (x) number of employees; (xi) North American Industry Clas-
sification System (NAICS) code identifying the sector of the firm that
suffered the cyber incident; and (xii) geography (i.e. the area where the
incident occurred).

The majority of events reported in the database occur in the Amer-
icas region (North, Central and South America). In particular, 86 per
cent of the episodes took place in the United States. This is largely due
to the fact that information regarding cyber losses is easier to collect
there as a result of a higher degree of freedom of information. To
remove unobserved country heterogeneity from our analysis we focus
on the incidents in the database that occurred in the United States,
which leaves a sample of 116,387 incidents. However, due to the nature
of how the data are collected, it is not possible to obtain all information
desirable for each event.

Data on actual loss amounts per event represent only a subset
of the larger database. The cost of cyber events can be categorised
into three components (Anderson et al., 2019). The direct cost is the
value of loss, damage and other suffering incurred by the victim of
the cyber incident. The indirect costs are the losses and opportunity
costs borne by society as a consequence of a cyber incident.® Firms

7 Using a broader network of US banks, Eisenbach et al. (2020) find that
the impairment of any of the five most active banks can result in significant
spillovers to other banks, with 38% of the network affected on average.

8 Losses are not estimated by Advisen, but collected from various third
party sources. For example, losses for publicly traded companies are typically
sourced from financial statements. In the case of litigated amounts, court
records are the most likely source. There are as well other situations where in-
formation is gathered from news sources. Most cyber incidents go unreported.
Typically, only the larger and the more relevant ones become public and are
included in the Advisen database.

9 Examples of direct costs are those related to the time and effort of
repairing IT systems damaged as a result of an incident, the ransom paid to
attackers in a successful cyber attack or regulatory fines and penalties. Indirect
costs could in turn include reduced uptake by citizens of electronic services
whether from companies or governments due to the perceived threat of a cyber
incident or the losses incurred by an individual after having their personal data
stolen.
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Fig. 2. Frequency and cost of cyber incidents across sectors. Notes: ICT stands for “Information and Communication Technology”, while PST for “Professional Scientific and
Technical”. The plot shows costs and frequency over time with partitioning by the sectors that suffered the most incidents based on Table A.2 in the online annex, remaining
sectors are subsumed into the “Other” category. The graphs are based on the 3705 observations used in our regressions and further described in Table A.2 in the online annex.

also bear mitigation costs, which include inter alia investment in IT
personnel or in security products such as antivirus software or cyber
threat awareness training for staff. The data from Advisen can best
be interpreted as a measure of direct costs to a firm as a result of
a cyber incident. Individual components of each loss (e.g., fines or
penalties from regulators, payments made to a plaintiff in the event of
a claim and financial damages) are provided in the data, but are rarely
populated in sufficient detail to allow for a meaningful analysis. For our
regression analysis, we remove observations missing such critical data,
which leaves us with a sample of 3705 observations for our baseline
empirical analysis.'°

The frequency and costs of cyber events differ across sectors (see
Table A.2 in the online annex for summary statistics).!! By frequency,
“Financial and insurance activities” (FI) is the most affected sector.
However, it shows some resilience, as despite being subject to many
attacks, the average cost of a cyber incident is not as high as for other
sectors. The sector with the highest average costs is “Wholesale Trade”,
followed by “Transportation and storage” and “Professional, Scientific
and Technical” (PST). The standard deviation of costs across sectors is
quite large, implying that most likely the distribution of losses has a
heavy tail.

Fig. 2 shows how events are distributed by sector over time. The
overall distribution across sectors in terms of frequency remains rela-
tively stable. Much of the growing frequency of events can be attributed
to the FI sector as well as the “Administrative and Support Service”
sector. Increases in the frequency of cyber incidents in the FI sector
following the great financial crisis may be partly driven by targeted
attacks on banks. The peak in costs in 2012 was shared largely amongst
the FI and “Information and communication technology” (ICT) sectors.

10 The sample used for the regression analysis (i.e., which includes loss
data) presents some differences with respect to the full sample of US firms.
This can be seen by comparing the mean and the standard deviation of the
main variables of interest in the regression sample and in the full sample (see
Table A.1 in the annex). Firms used in the regression sample are bigger and
experience a higher number of connected cyber incident events with respect
to the full sample if US firms.

11 The sectors are based on NAICS. For details, see https://www.census.gov/
eos/www/naics/.

Fig. 3 depicts the distribution by case type through time.!? Privacy
violations are the frequent type (44 per cent of the cases). This is likely
due to the fact that reporting requirements have been in place for a
longer period for such incidents, as well as the relative ease of assigning
conclusive responsibility when they occur (Chande and Yanchus, 2019).
Data breaches have been responsible for a significant portion of costs
over time. The total cost of a data breach grows with the amount of
records stolen. Therefore, if hackers are able to obtain large volumes
of records, the costs can soar as millions of individuals can be affected.

In terms of frequency, the overall trend has been positive, in line
with the growing concern over cyber risks.'® This is likely driven by
a few factors. First, several frameworks and legislation have come
into place that encourage the reporting of cyber incidents. Second, the
barrier to carrying out cyber attacks has become lower as competent
computing skills are no longer required to carry out attacks. The
reduction in more recent years could represent the effects of increased
investment in cyber security, but should be taken with caution due
to the above mentioned reporting bias. Regarding the distribution by
frequency over time, the increase has largely been attributed to privacy
violations. Costs, on the other hand, peaked in 2011, largely due to
spikes in privacy violations and data breaches.

4. Identifying the drivers of cyber costs
4.1. Empirical approach

Our analysis aims to explain the costs of cyber events by a series of
event and firm/sector characteristics.'* We model the direct costs of a

12 Case types are based on the definitions of Romanosky (2016) and are
used as fixed effects in our regression (see Section 4 for details). Further
categorisations are possible, though they do not provide enough variation for
econometric analysis. We provide additional details on case types in the online
annex (see Figures A.1-A.3).

13 As noted earlier, the most recent end of the data is probably subject to
an under-reporting bias, as it takes time for incidents to be discovered and
acknowledged. Therefore, we expect the numbers in the most recent years of
our sample to increase as more information becomes available in the future.

14 These include observable direct costs from cyber events. Costs are likely
to be a lower bound for a number of reasons. For one, there are many costs
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Fig. 3. Frequency and cost of cyber incidents by case type. Notes: The graphs show costs and frequency over time by case type. The graphs are based on the 3705 observations

used in our regressions and further described in Table A.2 in the online annex.

cyber incident through the following regression:
Cire=PZisg+ W, +0X,+n +a,+up, (€9)

where, i denotes the individual incident (N; = 3705), f denotes the
firm at which the incident took place (N = 2445) and g the sector
of the firm (N, = 19), based on the NAICS sector categorisation. C; fe
denotes the cost of the incident; X, denotes sector-level controls; W, ,
denotes firm-level variables and Z; ; , stands for variables that vary at
the individual incident level. We control for year fixed effects (a,) and
for fixed effect for incident types (1;). Finally, u; , , denotes the random
error term. For clustering of standard errors we take a conservative
approach in our baseline estimation by clustering at the sector level.*®

Firm size is proxied by the revenues of the firm that suffered a cyber
incident.'® Shih et al. (2000) hypothesise a relationship between firm
size and costs stemming from operational risks of the form: C = R* F(),
where C denotes costs, R stands for the revenues of the firm, 0 for a
vector of unobserved risk factors that explain the variation in costs not
attributed to revenues, and « for the degree of returns to scale in terms
of costs.'” The authors estimate (in log form) an & of 0.15, with a low R*
(0.05). Replicating this equation, we estimate & to be 0.23 and similarly

associated to any event, which may either be not easily quantifiable nor
publicly reported, even if the event has some cost reported. Furthermore, as
discussed earlier the costs of cyber events can also be indirect: these refer to
the losses and opportunity costs borne by society as a consequence of a cyber
incident, and may include hard-to-quantify damage to the reputation of a firm.
Finally, companies may also incur mitigating costs.

15 The inclusion of W;, and X, implies perfect correlation within firm
and sector level. Consequently, the error term will be perfectly correlated
within clusters, which could lead to bias. This type of clustering has a
nested structure, i.e., firm within a sector. The conventional wisdom suggests
clustering at the highest level of aggregation, in this case the sector (Cameron
and Miller, 2015). We present robustness to alternative clustering choices in
the online annex.

16 We test the robustness of our results by performing regressions using
number of employees as an alternative proxy for firm size. Results are
unaffected by this choice.

17 With Eq. (1) we aim to capture some of the unexplained variance () with
the inclusion of control variables discussed below. Shih et al. (2000) posit
that the unexplained part of this regression could be attributed to variation
in firms’ attributes regarding risk management, e.g. nature of the business,

a low R? of 0.09. The « < 1 indicates a decreasing marginal cost with
respect to increases in revenues. Inspection of the residuals of this equa-
tion does not indicate obvious signs of heterogeneity across firm size or
non-normality of the residuals (see the plot of the residuals in Figure
A.4 in the online annex). Contrary to some of the literature (Biener
et al., 2015), we do not find evidence in favour of the existence of a U-
shape relationship between firm size and the average costs from cyber
incidents (details can be found in the annex).

Cyber incidents are likely to exhibit features of contagion: a failure
in a firms’ IT systems could have spillover effects on other firms (Bald-
win et al., 2017; Eisenbach et al., 2020; Crosignani et al., 2020).
Incidents that impact multiple firms could contribute to greater costs
in the aggregate through other means as well. Affected firms could for
instance seek damages and respond by pursuing litigation against the
firm at which the incident originated, increasing the costs for the firm
that originally suffered the incident. On the other hand, costs could be
distributed across firms, thus lowering the average cost across affected
firms. We include a variable, connected events, that captures how many
firms were linked to one specific cyber incident to investigate this
effect. To illustrate, if a hacker infiltrated one firm and subsequently
managed to penetrate the system of another firm, and both firms
recognise they have been affected by the same hacking incident, the
connected events variable would be 2.'®

We collect sector level data to estimate the impact of differences
in the adoption of information technologies across firms from differ-
ent sectors. We obtain two variables from the Digital Module of the
2018 Annual Business Survey undertaken by the Bureau of Economic
Analysis (BEA). The first variable proxies the digital share of business
activity. The survey asks: In 2017, how much of each type of information
was kept in digital format at this business? We collect the percentage of
firms that responded that more than 50% of their information is kept
in digital format. Therefore, a higher value in this variable indicates

quality of internal controls, etc. Firm size may implicitly capture the difference
in corporate structures and variation in management.

18 The variable does not provide information on the relationship between
the root cause and the affected parties. We note that this variable likely acts
as a lower bound on the number of related incidents, as some are unable to
be traced to a root cause or may have gone unnoticed or unreported by some
firms.



I. Aldasoro et al.

a sector with a stronger dependence on digital technologies for its
storage of information. Firms with a higher dependence on IT and
digital technologies may expose themselves to more cyber risk (Florakis
et al., 2020).'°

Cloud technologies have become synonymous with cyber risk as pol-
icy institutions grapple with the consequences of having centralised IT
storage infrastructures. Incidents that involve cloud technology could
lead to significant “spillover costs”. The survey from BEA also includes
data gathered on the penetration of cloud services across sectors. The
survey asks: Considering the amount spent on each of these [IT functions]
how much was spent on cloud services [provided by a third party on-demand
via the internet]? We take an average across all IT functions and collect
data on firms that indicated 50%-100% was spent on cloud services.
The variable proxies an indicator of sectors with a higher exposure to
cloud technologies.

Cyber incidents include a broad set of malicious and non-malicious
events. We test whether cyber attacks (malicious) cause more damage
or whether inadvertent incidents are equally damaging. We divide the
categorical variable of case types (e.g. DDoS attack, accidental data
leak, IT processing error) into two broad categories, malicious and
non-malicious, based on whether the incident was done with intent
to cause damage or occurred as a result of an accident. Based on
this categorisation, we construct a dummy variable labelled Malicious,
which is equal to one if the event resulted from malicious intent.
Around 44% of the incidents recorded fall within this category.

We include in Eq. (1) a set of dummy variables, #,, for different types
of incidents, based on the classifications in Romanosky (2016). Security
incident relates to an incident that compromises or disrupts corporate IT
systems (computers or networks) or their intellectual property — exam-
ples include hacking and extorting corporate information or a denial of
service (DoS) attack. Data breach includes unintended disclosure of in-
formation (e.g. accidental public disclosure of customer data, improper
disposal of information) and/or theft of computers containing personal
information of employees or customers of a firm. Phishing/skimming are
the sending of emails purporting to be from reputable sources in order
to convince individuals to reveal personal information to subsequently
commit identity theft and the illegal copying of information from the
magnetic strips found on credit and debit cards (usually via hardware
devices on ATM machines). Privacy violation refers to unauthorised
collection, use or sharing of personal information — examples in-
clude unauthorised collection from cell phones, GPS devices, cookies,
web tracking or physical surveillance. This is distinguished from data
breaches as an act committed by the firm as opposed to against the firm.
Other denote cyber-related losses that were not attributed to one of the
above categories.

Table 1 contains summary statistics of the variables used in our
regressions. The mean cost incurred by a firm is $10.4 million, with a
median of $117,000 and standard deviation of $122 million. This im-
plies a high coefficient of variation and is indicative of the heavy-tailed
nature of cyber risks. Cyber risk can be considered a subset of firms’ op-
erational risk (Aldasoro et al., 2020). The severity of operational losses
is typically characterised by a set of long-tailed distributions, including
the log-normal, such that In(C;, )™~ N(u,?). Figure A.5 in the online
annex shows the density of the costs after the log transformation has
been applied. There appears to be bi-modality around the mean, but
the data are approximately normally distributed.

The mean of the digital share implies that 14.8% of firms across all
sectors’ maintain more than 50% of their information in digital format.
The value ranges from 9%-24%, with sectors at the lower end of the

19 The effect of this variable likely manifests in two ways. First, a higher
“digital presence” widens the surface of attack to cyber-criminals, which may
increase the likelihood of being attacked. Moreover, it suggests which sectors
maintain more of their assets in digital format and thus stand to lose more
given a cyber incident.
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Table 1
Summary of variables used in the regression.

Mean Median Std. dev. Minimum Maximum

Variables varying at individual event level

Costs ($ mil) 10.4 0.117 122 0* 5000
Connected events 4.90 2.00 9.75 0 79.0
Variables varying at firm level

Firm size (Revenues $ mil) 12,800 27.0 41,700 0? 521,000
Variables varying at sector level

Digital share of business activity 14.8 15.2 2.28 9.23 24.3
Cloud service purchases 18.6 20.1 5.66 5.60 26.2
Binary variables at event level

Malicious indicator 0.437 0 0.496 0 1.00
Security incidents 0.0815 0 0.274 0 1.00
Data breaches 0.427 0 0.495 0 1.00
Phishing/Skimming 0.0494 0 0.217 0 1.00
Privacy violations 0.436 0 0.496 0 1.00
Other incidents 0.00648 0 0.0802 0 1.00

Notes:

aZeros are a consequence of rounding accuracy. The top panel reports the variables
from Eq. (1) that vary with each individual event in the sample. The second panel
contains variables from Eq. (1) that vary by each firm contained in the sample. The
third panel are the variables from Eq. (1) that vary at the sector level and obtained
from the US census Bureau 2018 Annual Business Survey. The bottom panel are dummy
variables that indicate the type of the incident.

spectrum including Construction and Transportation and Warehousing,
and at the top end Manufacturing and Management of Companies and
Enterprises. In turn, the average of the cloud variable is 18.6%: roughly
a fifth of firms across all sectors spend upwards of 50% of their IT
budgets on cloud services. The value ranges from 6 to 26%. Sectors with
a lower exposure include Agriculture, Forestry, Fishing and Hunting
and Mining, Quarrying, and Oil and Gas Extraction. Those at the other
end of the spectrum include Health Care and Social Assistance; Finance
and Insurance; Professional, Scientific, and Technical Services; and
Information.

4.2. Baseline results

The results of the baseline regressions are presented in Table 2.
The cost of a cyber attack is positively correlated with both firm size
and the number of connected events. Columns I-III report the baseline
regression with and without sector and year effects. We favour the
regressions with their inclusion as the coefficients remain robust to
unobserved heterogeneity across sectors and variation common to all
firms (e.g., the macroeconomic environment).?’ The point estimate of
firm size — the logarithm of firm revenues — in Column III is 0.231. A
coefficient smaller than 1 suggests the marginal cost is decreasing with
respect to revenues, i.e. costs do not increase linearly with the size of
the firm.?" The partial elasticity between firm size and costs implies
that for a 1% increase in size there is an increase in the expected cost
of 0.23%. Incidents that affect multiple firms - i.e. connected events — are
similarly associated with higher expected costs: a unit increase in the
number of affected firms translates to approximately a 2.6% increase
in expected costs.?” Finally, in column IV we show that these results
are robust to the inclusion of more granular sector fixed effects.

20 As discussed above the standard errors are clustered at the sector level.
The results with Ecker-White errors and firm-level clustering are reported in
the online annex. The magnitude of standard errors varies, although this has
little impact on the precision of the estimates.

21 An alternative way to see this is to correct for firm size on the costs
variable, i.e. using a ratio of costs to firm size. We present the results of this
regression in Table A.4 in the online annex. They confirm that the losses are
not proportionate to firm size, and are decreasing relative to firm size.

22 Revenues, like various measures of firm size, could be heterogeneous
across sectors. Sector fixed effects should go some way into controlling for this.
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Table 2
The drivers of cyber risk — baseline results.

Dependent variable: Log(Cost)

Regressor I I 111 v

log(Firm size) 0.241%** 0.220%** 0.231%** 0.220%**
(0.0300) (0.0228) (0.0234) (0.0222)

Connected events 0.0176** 0.0257*** 0.0257*** 0.0238***
(0.00740) (0.00555) (0.00548) (0.00661)

Malicious —1.31%** —1.33%** —1.20%** —1.09%**
(0.230) (0.179) (0.207) (0.324)

Security incident 11.0%** 13.0%** 13.6%** 13.8%**
(0.338) (0.631) (0.676) (0.632)

Data breach 11.6%** 14.1%** 14.6%** 14.8%**
(0.186) (0.469) (0.477) (0.603)

Phishing/Skimming 12.7%%* 14.7%%* 15.1%%** 15.4%%*
(0.486) (0.573) (0.554) (0.683)

Privacy violation 10.8%** 13.2%** 14.0%** 14.3%**
(0.387) (0.708) (0.755) (0.701)

Other 12.6%** 14.4%* 15.3%** 15.2%%*
(0.405) (0.636) (0.666) (0.895)

Year fixed effects N Y Y Y

Sector fixed effects N N Y N

Sub sector fixed effects N N N Y

R? 0.11 0.19 0.21 0.25

N 3705 3705 3705 3705

Notes: Results from estimating Eq. (1). *, ** and *** denote significance at the 10, 5
and 1 percent level respectively. Standard errors (reported in parentheses) are clustered
by sector. Column I is an OLS regression without controls for Year or Sector fixed
effects. Column II is an OLS regression without Sector fixed effects. Column III is an
OLS regression including both fixed effects. Column IV replaces the sector fixed effects
with the finer categorisation of sub-sectors.

Events with malicious intent are associated with a lower expected
cost. Taking the estimate from the third column suggests that on
average malicious events are associated with costs 66% lower than
other event types.”® This is perhaps surprising, given the significant
press coverage that cyber attacks get and the concern expressed by
multiple organisations.>* Looking more closely at the distribution of
costs within each category can provide evidence as to what may be the
key driver. In Figure A.6 of the online annex, we show the distribution
of costs per case type, malicious versus non-malicious. Security inci-
dents and data breaches are the only case types with variation across
both malicious and non-malicious events. Within security incidents in
particular there is a stark contrast between the distribution of malicious
and non-malicious events, with the latter being significantly more
costly.? Further, regarding incident types we note that the Other and
Phishing/Skimming incidents are, on average, more costly.?® Finally,

In untabulated results available upon request, we construct a dummy variable

that equals 1 if firm revenues are above the median within that sector, such
that we have a within-sector measure of small versus large firms. Including
this in the regression confirms the robustness of our original result. When
interacting dummies of firm size with specific event types we do not find
evidence that firm size plays a role in specific event types.

23 The percentage change is calculated using the bias correction of Kennedy
(1981), g = exp( - 3V () - 1.

24 A number of other factors may help explain this finding. For one, cyber
security actions adopted by many firms protect them from the effects of
malicious cyber incidents. There are various well-developed tools that are built
to predict and manage cyber attacks, which may be less effective against events
that occur as a result of human error inside firms. Moreover, well coordinated
cyber attacks can go undiscovered for a long time, in which case the cost of
the attack can be difficult to estimate or even identify. Finally, some cyber
attacks potentially carry large reputational costs that are hard to quantify and
are hence not adequately reflected in loss data.

25 Non-malicious security incidents include events such as network failures
or software bugs that can be very costly. Network outages could be caused
by operator errors, surge or usage spike, hardware infrastructure failure,
or loss of electrical power. Firms could expect to face 1.6 h of downtime
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while on average the cost of malicious events may be lower, it may
still be the case that when focusing at the worst type of events in terms
of losses — i.e. when looking at the right tail of losses — malicious events
regain prominence. Our finding should thus not be taken as a reason
to gloss over the threat that is posed by malicious cyber attacks, as we
show in the next section.

4.3. Beware of the tails

Losses stemming from operational and cyber incidents are typically
characterised by a set of “heavy-tailed” distributions (Cohen et al.,
2019). Therefore, it is reasonable to assume that the conditional distri-
bution is not homogeneous across cost quantiles. Of particular interest
in this context is the tail of this distribution, which characterises events
of low frequency but high severity. Identifying the features of such
events is important to policy-makers and supervisors as they carry
the potential to generate substantial economic losses and systemic
disruption.

Fig. 4 displays the estimates of the coefficients of firm size, connected
events, and malicious events at quantiles ranging between the 0 and
100th percentile. Estimates do vary at different quantiles. The estimate
of firm size has a lower magnitude at the both ends of the distribution,
i.e. it shows an inverted U pattern. Connected events have larger esti-
mates towards the upper end of the distribution. Most interestingly, we
observe that as the malicious variable approaches the 90th percentile
the coefficient trends upwards, towards zero, and eventually into posi-
tive territory. Malicious events thus do exhibit a significantly different
behaviour at the tail-end of the distribution.

Turning the attention to the tail of the distribution, we next present
the results of cost quantile regressions between the 95th and 99.5th
percentiles. The specification of the regression is analogous to the
baseline regression in Table 2 (Column III). Firm size and connected
events are both lower than their mean estimates. The malicious indica-
tor has a positive coefficient across all the upper quantiles. A significant
effect is observed at the 99.5% level. This result suggests that, ceteris
paribus, the tail of the loss distribution is more sensitive to shocks from
malicious events. Well coordinated malicious attacks — that happen
less frequently — are likely to exceed the costs of non-malicious cyber
events. These estimates should be taken with some caution: with lim-
ited observations, estimates of what occurs in quantiles can be subject
to bias (Chernozhukov and Umantsev, 2001). Nonetheless, uncovering
this relationship reveals an important caveat of only studying the
central measures of the distribution. While our benchmark regression
may show that malicious events are less damaging, sophisticated hacks
can actually exacerbate costs at the tail end of the distribution. Un-
derstanding the potential damage of high-frequency, low-probability
events is paramount from a policy perspective (see Table 3).

5. Digitalisation and cloud-based technologies

Until not so long ago, firms looking to adopt digital technology
had to invest in their own data infrastructure and hardware. With the
advent of cloud technologies, this has dramatically changed. Cloud
technology enables firms to rent computing power and storage from
service providers, turning some fixed costs into marginal costs and giv-
ing firms more flexibility in handling their operations in a potentially

every week, which has been estimated to cost them, on average, $5600 per
minute (Knobbe, 2020).

2 To check if these are significantly different from other variables we
test whether the difference between Phishing/Skimming and Data Breaches
is statistically significantly larger than zero. Using the results from Table 2
(Column 1II), we find evidence of statistical significance at the 10% level.
Based on this we assume Other and Phishing/Skimming incidents are more
costly.
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Fig. 4. Selected coefficients from cost quantile regressions. Notes: The plot shows the change in selected coefficients as cost quantiles vary. The specification of the regression is
analogous to the baseline regression of Table 2 (Column III). The grey shading highlights the 90% confidence interval of the coefficient and red lines denote the estimate of the

conditional mean by OLS.

Table 3
Quantile regressions.

Table 4
Regressions including the sector level cloud and digital storage variables.

Dependent variable: Log(Cost)

Dependent variable: Log(Cost)

Regressor 95% 97.5% 99% 99.5% Regressor I 1I 111 v \4
Panel A: Wild Bootstrap log(Firm size) 0.222%%* 0.221%%* 0.220%** 0.454%%* 0.450%**
log(Firm size) 0.184*** 0.149%** 0.115%** 0.153%** (0.0224) (0.0224) (0.0228) (0.128) (0.126)
(0.0170) (0.0167) (0.0225) (0.0416) Connected 0.0256***  0.0256***  0.0258*** 0.0253***  0.0254***
Connected events 0.0381*** 0.0241*** 0.0187** 0.00301 events (0.00550)  (0.00549)  (0.00549) (0.00523)  (0.00525)
(0.00763) (0.00756) (0.00768) (0.0179) Share of digital —0.0142 0.0554 0.0461 0.114*
Malicious 0.0508 0.525* 0.247 0.342 (0.0445) (0.0484) (0.0631) (0.0671)
(0.309) (0.316) (0.347) (1.11) log(Firm size) x —0.0156* —0.0154*
Panel B: Clustered Bootstrap Share of digital B (0.00858) (0.00846?
log(Firm size) 0184 01494 01154  0.153%% Share of cloud  ~0.0211 ~0.0378x ~0.0371%
(0.0177) (0.0140) (0.0202) (0.00303) N (0.0154) (0.0188) ~ (0.0198)
Connected events 0.0381%*  0.0241%** 00187  0.00301%*** Malicious —1.33m S1.33we -3 —134m 134
(0.00592)  (0.00370)  (0.00473)  (0.000870) 0172 01739 (0171 ©171) (0169
Malicious 0.0508 0.525 0.247 0.342%** Year fixed Y Y Y Y Y
(0.239) (0.335) (0.454) (0.102) effects
Year fixed effects Y Y Y Y Sector fixed N N N N N
Sector fixed effects Y Y Y Y effects .
Case type fixed effects Y Y Y Y Case type fixed Y Y Y Y Y
effects
Notes: Results from estimating Eq. (1) at different quantiles. *, ** and *** denote R? 0.19 0.19 0.19 0.19 0.20
significance at the 10, 5 and 1 percent level, respectively. In Panel A, the standard N 3705 3705 3705 3705 3705
errors (reported in parentheses) are calculated using the wild bootstrap method; in . .
Notes: Results from estimating Eq. (1). *, ** and *** denote significance at the 10,

Panel B standard errors are calculated using the clustered bootstrap method. Both
methods are computed using the R Package quantreg. For the definition of the
regressors, see Table 1.

more protected environment. This can be particularly advantageous for
smaller firms with fewer resources to spend on IT.”” Cloud computing
also exhibits positive externalities such as the reduction of energy
consumption and carbon emissions (Etro, 2015). Evidence suggests that
firms increasingly take advantage of these benefits, as adoption of
digital technology continues to trend upwards (Chen and Srinivasan,
2019).

Digital technologies also pose risks and challenges. Networked pro-
duction facilities, vehicles, transport infrastructure, and a host of other
devices connected to the internet present new opportunities to cy-
ber criminals. The growing complexity of digital infrastructures could
increase the likelihood of failures and interruptions, as well as the
attendant costs. Cloud service providers have recently drawn the at-
tention of regulators due to the risks associated to their operations,
not least given the high degree of concentration in the sector that

27 However, firms are still responsible for the configuration of machines and
safe storage of sensitive data while interfacing with external applications.

5 and 1 percent level, respectively. All standard errors (reported in parentheses) are
clustered by sector to account for the correlation in the sector-level variables. Firm
size refers to the firm revenues; Share of digital is the percentage of firms per sector
that keep more than 50% of information stored in digital format; Share of cloud is the
percentage of firms per sector that keep more than 50% of their data in a dedicated
cloud storage. Sector controls are dropped in all regressions due to multicollinearity
with the sector-level variables.

increases the risk of single points of failure. Tail-risks associated with
an outage of a cloud service provider could lead to substantial losses
and potentially bring the economy to a halt (Danielsson and Macrae,
2019).%8

The jury is still out on whether the benefits outweigh the risks,
or vice versa. To date, there is little empirical evidence to support
either claim. We contribute to this discussion by extending our re-
gression framework with variables that proxy for firms’ exposure to
digital and cloud services. In particular, we consider share of digital
and share of cloud, which capture sector-level exposure to digital tech-
nologies and cloud technology, respectively. To avoid multicollinearity

28 For a wider discussion of the benefits and risks of cloud computing, see
for example Catteddu (2009) and Carr et al. (2019).
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Fig. 5. The expected joint effect of firm size and dependence on digital technology on
firms costs.

between sector-level variables and sector fixed effects, we drop the
sector controls.

We present the results of the regressions in Table 4.2° Our results
suggest that firms in sectors with a higher exposure to cloud tech-
nologies benefit from a mitigating effect on expected costs stemming
from cyber incidents. To interpret the magnitude of coefficients, recall
how the digital and cloud variables are constructed: the proportion of
firms that stated over 50% of their information was stored digitally
and of their IT spending was on cloud technology, respectively. The
measures loosely reflect the probability that any given firm within a
sector has more of its data stored digitally and the probability that
the firm has a higher spending on cloud services. The variables are
recorded on a 0-100 percentage scale. Consider Column V in Table 4:
a one percent increase in the probability of firms spending more than
50% of their IT budgets on cloud services is associated with a reduction
of around 4% in expected costs.”® A stronger dependence on digital
services appears to have no statistically significant effect, if considered
in isolation (Column II). However, when we add an interaction term
between firm size and digital dependence in Column V, we find a
mitigating effect.’! Fig. 5 plots the surface of this mitigating effect
on costs as a function of firm size and digital dependence. As firm
size increases, more exposure to digital technologies appears to have
a mitigating effect on costs. A possible explanation for this relationship
could be that as firms expand so do their resources and investment in
personnel that ensure that digital technologies are safely maintained.

Overall, a higher exposure to digital and cloud infrastructures is
associated with a mitigating effect on costs, which is also firm-size
dependent. Given data limitations, it is challenging to derive an exact
identification strategy that enables us to define the causal relationship
between firms’ use of digital technologies and cyber risk. That said, our
findings represent a first-pass analysis for a better understanding of the
role that digital technologies and in particular cloud technology have
to play in shaping cyber risk.

2% The case type dummies displayed in previous output are subsumed into
the Case Type Fixed Effects indicator.

30 In untabulated results — available upon request — we also find that more
connected events featuring firms with a larger cloud share tend to have larger
costs associated to them.

31 Results are robust to considering an alternative measure of digital depen-
dence, namely output to the digital economy as obtained from the Bureau of
Economic Analysis. Results are available upon request.
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5.1. Revisiting the tails

In this section, we briefly revisit the behaviour of cyber costs at
the tails of the loss distribution in relationship to our digital and cloud
variables. Reliance on cloud services in particular has the potential to
increase tail-risks (Danielsson and Macrae, 2019). If such risk would
be present in our dataset, we would expect to observe a similar rela-
tionship to that seen for the malicious variable. That is, the coefficients
on cloud and digital become trend upwards as we move right in the
distribution, eventually becoming positive.

Fig. 6 shows the estimates for the cloud (left) and digital (right)
variables across quantiles. The estimate for the c/oud variable shrinks
from negative toward zero at the upper quantiles, but does not reach
positive territory. The mitigating effect found in the baseline regression
is reduced at the tails, but does not turn into a factor that could
exacerbate tail risks. The digital variable shows a positive relationship
with cyber costs that tend to decline towards the upper quantiles (this
confirms the sign of the interaction term in Column V of Table 4).

6. Dealing with cyber risk: is current IT investment enough?

In this section we analyse if investment in IT can help to mitigate
costs from cyber incidents.*> Investment in IT security arguably has
obvious benefits, yet to date there appears to be little evidence that the
continually increasing size of IT budgets and spending are correlated
with the mitigation of costs stemming from cyber-related incidents,
despite IT security being considered an increasingly critical part of
business continuity plans. Evidence that IT spending yields a beneficial
return on investment could alter the perspective of firms that are
reluctant to invest in IT security as it is viewed as a “sunk” cost. Roner
et al. (2021) provide some evidence that cyber security investments can
reduce losses arising from a cyber breach. We provide further support
to this argument with alternative data.

We use a database constructed by Kennedy and Stratopoulos (2017)
based on the InformationWeek IW500 survey. The survey gathers data
on IT spending from 500 firms based in the US, across various sectors.
The survey focuses on firms that are the most innovative IT users, i.e. to
be included in the list a firm had to demonstrate sophisticated use and
deployment of IT (Lim et al., 2011).**> The IW500 dataset provides us
with an estimate of firms’ IT expenditures as a percentage of revenues.
Figure A.8 in the online annex displays the trend in IT spending across
sectors for the period 2002-2013. The finance and insurance sector is
consistently one of the largest investors in IT, whereas construction and
mining are at the lower end of the spectrum. Overall, the investment
in IT tends to be relatively stable over time.

Table 5 summarises costs across sectors and the implied spending
on IT. To compare the typical annual cost of cyber incidents to firms
across sectors, we remove outliers using the interquartile range method
(we are interested in these outliers and will return to them later in
this section). On average, non-malicious incidents appear to have a
higher average costs. Retail Trade and Finance and Insurance are the
implied largest spenders on IT. These sectors along with Information
and Manufacturing are inferred to spend upwards of a billion dollars
annually on IT. In Fig. 7 we show the relationship between spending
and the typical annual costs for malicious and non-malicious incidents.
For both, there is a weakly implied negative relationship, i.e. higher
spending is correlated with lower costs when correcting for average

32 According to Gartner (2021), worldwide IT spending is projected to
total $4.2 trillion in 2021, with information security and risk management
technology and services expected to grow 12.4% to reach $150.4 billion.

33 Previous studies have used the IW500 data to examine the relationship
between IT expenditures and various aspects of firm activity and performance.
However, there is little evidence on the impact that this investment has
towards reducing the risk of losses.
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Fig. 6. Selected coefficients from quantile regressions. Notes: The graphs show the change in selected coefficients as quantiles vary. The specification of the regression is analogous
to the baseline regression of Table 4 (Column III). The grey shading highlights the 90% confidence interval of the coefficients and red lines denote the estimate of the conditional
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x-axis, we plot the spending as a percentage of revenues.

firm size.** Sectors with an implied lower spending on IT appear to
incur higher costs for malicious relative to non-malicious events. Thus
there appears to be evidence that higher levels of IT spending are
effective at protecting firms from non-malicious incidents, even if we
cannot be certain about causality. For example, investment into new
hardware may not be a direct investment in security, but may lead to
fewer unintended failures that could be caused by old hardware.

One-off events that lead to significant damage and disruption are
of particular interest. In Fig. 8, we show a similar plot to the previous
but using the 90th percentile of the distribution of costs across each
sector for malicious and non malicious events. First we note a similar
relationship, higher spending is associated with lower costs per unit of
revenue at the 90th percentile. The estimated regression lines (in red)
are similar. Finance and Insurance, Transportation and Warehousing
and Manufacturing are some of the highest spenders as a percentage of
revenue and appear to benefit from a reduction in relative costs at the
mean and at the 90th percentile.

We next look at the difference between spending and costs at firm
level. Figure A.9 in the online annex shows the histogram of the
difference in percentage of revenues spent on IT and the annual costs

34 Without normalising the costs by firm size (revenues) we would simply
observe the fact that larger sectors have higher costs.

10

of cyber incidents as a percentage of revenues. The bulk of obser-
vations are centred around O, indicating that spending and costs are
approximately similar, as also noted by Romanosky (2016). However,
we observe a longer left tail that point to the annual cost of cyber
incidents sometimes exceeding investment in IT, and occasionally quite
significantly. Of course, firms would not expect cyber incidents of such
nature to occur with certainty every year and thus the optimal invest-
ment requires some balance over time. This leaves open the question
of the optimal amount that firms should invest into IT security. The
seminal work of Gordon and Loeb (2002) suggest that this should be
where the marginal benefit of investment (reduction in costs) is equal to
the marginal cost (dollars invested). Such work requires consideration
of the distribution of cyber losses for firms and how to incorporate
external information from databases similar to the one used within this
analysis. We leave this issue for future research.

We attempt to identify if there is a significant effect of IT investment
on reducing the costs of a cyber incident.>> We match our IW500
spending data with the sector and years of observations available in our
sample. Data on spending ranges from 2002-2013 therefore we drop
observations beyond 2013. We then include the level of spending as

35 Using UK based data (Roner et al., 2021) show that investments in IT
security lead to a reduction in the amount of a loss from a cyber incident.
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Table 5
Summary of costs and spending by sector.
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Sector Revenues Costs (all) Costs (non-mal) Costs (mal) IT spending
Accommodation and Food (AFS) 1512.75 1.58 3.99 0.43 38.12
Admin., Support, WM (ASW) 659.86 0.65 0.62 0.36 30.48
Agriculture (AGR) 82.74 0.01 0.00 0.01 2.53
Arts and Entertainment (AE) 112.11 0.59 0.10 0.52 3.49
Construction (CON) 39.18 0.65 0.82 0.20 0.69
Educational Services (ED) 725.13 0.24 0.41 0.27 29.50
Finance and Insurance (FI) 21,362.75 5.52 7.69 4.18 1288.88
Health Care (HC) 920.09 2.68 4.72 0.71 33.18
Information (ICT) 21,735.79 20.49 21.06 12.49 1000.99
Manufacturing (MAN) 14,483.91 8.56 7.56 3.55 1081.79
Mining (MQO) 1621.28 2.45 0.05 7.00 28.53
Other Services (OTH) 31.73 0.04 0.03 0.06 1.15
Professional, Sci. and Tech. (PST) 388.15 0.97 0.36 3.76 15.09
Real Estate (RRL) 953.15 4.16 5.17 3.26 36.40
Retail Trade (RT) 33,325.43 12.70 1.74 27.63 1344.87
Transportation and Warehousing (TW) 13,208.20 1.69 3.16 0.21 724.57
Utilities (UT) 1892.43 1.37 1.04 1.69 40.14
Wholesale Trade (WT) 1726.54 1.84 1.58 2.55 34.16
Total 6376.73 3.88 3.34 3.83 318.59

Notes: The table summarises revenues, costs and IT spending across sectors. Revenues in the first column denote the average revenue of a
firm within each sector. The three cost columns report the average annual cost of cyber incidents incurred by firms in the Advisen database.
We remove outliers using the interquartile range method. We report the average for all incidents in the second column and then distinguish
between non-malicious and malicious incidents in the third and fourth columns. The final column reports the implied total IT spending by
sector (Revenues x IW500 measure). All figures are expressed in millions of US dollars. Sector abbreviations are denoted in parenthesis next

to the sector.
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Fig. 8. Spending in IT relative to optimal and costs of cyber events per unit of revenue (90th percentile). Notes: The panel on the left hand side shows the logarithm of the 90th
percentile annual costs for malicious incidents by sector normalised by the average revenues for firms within that sector on the y-axis. On the x-axis, we plot the spending as a
percentage of revenues. The panel on the right hand side shows the logarithm of the 90th percentile for non-malicious incidents by sector normalised by the average revenues for
firms within that sector on the y-axis. On the x-axis, we plot the spending as a percentage of revenues.

a variable in our regression. Table 6 displays the results. In columns I
and II we match the spending year with the year in which the incident
occurred. In III, IV, and V we match the year in which the incident with
the lag of spending.*®

The regressions using the contemporaneous spending measure indi-
cate no effect of spending on the costs of cyber incidents. However,
when including the lag there is a negative impact (i.e., mitigating
effect).®” The magnitude of the estimate suggests that a 1% increase in
IT spending is correlated with a decrease of 34% in costs the subsequent
year. This is an important result and also echoes that of Roner et al.
(2021). IT investments can take time to mature and the benefits may
not be observed immediately, e.g. investment in staff training does not

36 Here we gain observations from 2014 and lose those from 2002, hence
the changing sample size in the regressions.

37 Additional lags of IT spending are not statistically significant, so we
present results with only one lag.
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pay dividends until staff have acquired sufficient knowledge. Further,
in column V of the table we note that the effect of spending is also
strengthened for malicious incidents. An important caveat is in order.
These results could give the false impression that simply increasing
the size of IT budgets can be a silver bullet to deal with cyber-related
losses. This is not necessarily true for two reasons. First, not only the
level but also the composition of IT matters. Second, our results cannot
properly account for the role of human capital. Expanding investment
in IT hardware and related security expenses do not necessarily help if
staff are not properly trained and capabilities are not fit for purpose.

7. Conclusions

The digital revolution has increased the interconnectivity and com-
plexity of the economic system. The use of technology and internet have
improved firms’ productivity, but also exposes them to cyber attacks.
Moreover, the greater use of cloud services exposes further important
economic sectors to common risks.
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Table 6
Regressions including the sector level cloud and digital storage variables.

Dependent variable: Log(Cost)

Regressor I I 111 v \%
log(Firm size) 0.228*** 0.228%*** 0.228%** 0.228%** 0.230%***
(0.0232) (0.0232) (0.0197) (0.0197) (0.0190)
Connections 0.0159 0.0159 0.0245%**  0.0245***  0.0251***
(0.0101) (0.0101) (0.00679) (0.00679) (0.00708)
Malicious —1.12%%* —1.12%** —1.02%** —1.02%**
(0.350) (0.350) (0.288) (0.288)
IT spending -29.2 -29.2
(30.5) (30.5)
IT spending lag —41.3* —41.3* —35.6*
(22.6) (22.6) (21.5)
IT spending lag —22.9%**
X Malicious (7.69)
Share of cloud 0.0217 —1.13%** —1.13%**
(0.158) (0.135) (0.128)
Share of digital —-0.286 1.34%%* 1.37%%*
(0.188) (0.152) (0.153)
Year fixed effects Y Y Y Y Y
Sector fixed Y Y Y Y Y
effects
Case type fixed Y Y Y Y Y
effects
R? 0.2 0.2 0.2 0.2 0.21
N 2611 2611 2953 2953 2953

Notes: Results from estimating Eq. (1). *, ** and *** denote significance at the 10,
5 and 1 percent level, respectively. All standard errors (reported in parentheses) are
clustered by sector to account for the correlation in the sector-level variables. Firm
size refers to the firm revenues; Share of digital is the percentage of firms per sector
that keep more than 50% of information stored in digital format; Share of cloud is the
percentage of firms per sector that keep more than 50% of their data in a dedicated
cloud storage. IT spending denotes the percentage of revenue spent on IT within each
sector per year.

Despite the large and growing exposure to cyber risks, cyber costs
are difficult to quantify. Using a unique database at the firm level for
the US, we document the characteristics of cyber incidents and help
quantify cyber risk. The average cost of cyber events has increased
over the last decade. These costs are higher for larger firms and more
connected events, and relatively lower for cyber events with malicious
intent (cyber attacks), but only if the attack is not conducted on a
large scale: malicious events can be more costly in the upper tail of
the distribution.

The financial sector experiences the highest number of cyber inci-
dents (especially of a malicious type, privacy and lost data incidents).
However, banks and insurance companies incur more limited losses
relative to other sectors, likely due to the effects of regulation and
higher investment in cyber security.

We document that a higher exposure to digital technologies helps
firms mitigate the costs of cyber incidents, as does more reliance
on cloud services. This last result should be taken with caution and
qualified. As cloud connectivity increases and cloud providers become
systemically important, cloud dependence is also likely to increase tail
risks.

Finally, we document some evidence on the effect that spending on
IT has on the costs of cyber incidents. We observe a negative relation-
ship between spending in IT and the cost of cyber-events. This result
provides some evidence of the “unobserved” return on investment into
IT and security and may encourage firms that are reluctant to invest
into IT, as the returns on additional expenditures are hard to measure.
While our analysis does not account for the systemic implications of
failures in specific critical sectors, the results can inform policymakers
as to where to direct their attention in order to improve the economy’s
overall cyber resilience.
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