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This paper considers the design of an input signal for minimizing the time and energy required to detect
and isolate faults in the outputs of a system. Faults are represented by discrete switches between affine
models with bounded disturbances and bounded measurement errors. Within this framework, previous
work has demonstrated that a minimally harmful input guaranteeing fault diagnosis can be obtained
by solving a Mixed Integer Quadratic Program (MIQP). A closed-loop approach allows to reduce the
length and/or norm of this input by solving an MIQP at each time instant with the newly available
measurements. However, solving such programs online can be computationally demanding. In this paper,
we employ multi-parametric (mp) programming to move most of the computation offline, thus allowing
the application of the closed-loop approach to fast processes. Still, the mp-MIQP complexity becomes
quickly prohibitive as the number of faulty models increases. In order to overcome this problem, we
propose a strategy based on mp-optimization and graph theory that takes into account only two models
at a time. While this approach is suboptimal compared to the case in which all the models are considered

simultaneously, simulations show that, in practice, the performance is comparable.

© 2017 Elsevier Ltd. All rights reserved.

1. Introduction

The increasing complexity of industrial processes has made
Fault Detection and Isolation (FDI) difficult for human operators.
For this reason, several automated procedures have been devel-
oped over the years, e.g. Chen and Patton (2012), Frank and Seliger
(2012), Patton, Frank, and Clark (2013), Russell, Chiang, and Braatz
(2012). Passive FDI schemes, for example, determine the presence
of faults by exploiting input-output data and prior knowledge
of the process. Although often effective, these schemes may be
slow in detecting anomalies since based on observations only. A
significant reduction in the time required for diagnosis may be
obtained by suitably modifying the inputs of the process. This
type of approaches, named “active FDI”, has received increasing
attention in recent years (Ashari, Nikoukhah, & Campbell, 2012a,
2011; Cheong & Manchester, 2015; Nikoukhah, 1998; Poulsen &
Niemann, 2008; Pun¢ochaf & Simandl, 2014; Punc¢ochaf, Siroky,
& Simandl, 2015; Scott, Findeisen, Braatz, & Raimondo, 2014;
Streif, Petzke, Mesbah, Findeisen, & Braatz, 2014; Tabatabaeipour,
2015; Xu, Olaru, Puig, Ocampo-Martinez, & Niculescu, 2014; Yang,
Hamelin, & Sauter, 2014). The focus of this paper is on deterministic
active FDI. In particular, we build on the method proposed in Scott

* The material in this paper was not presented at any conference. This paper was
recommended for publication in revised form by Associate Editor Michele Basseville
under the direction of Editor Torsten S6derstrom.

E-mail addresses: groberto.marseglia@gmail.com (G. Roberto Marseglia),
davide.raimondo@unipv.it (D.M. Raimondo).

http://dx.doi.org/10.1016/j.automatica.2017.01.021
0005-1098/© 2017 Elsevier Ltd. All rights reserved.

et al. (2014) where faults are described by a set of affine models
(with bounded uncertainties/disturbances) and a minimally harm-
ful (in terms of length and norm) input sequence guaranteeing fault
diagnosis is obtained by solving a set of MIQPs. According to Ashari,
Nikoukhah, and Campbell (2012b), Raimondo, Braatz, and Scott
(2013), rather than injecting the entire sequence, better perfor-
mance can be obtained by re-solving the optimization problem at
each time step using the newly available measurements (closed-
loop approach). Still, solving such optimization at each time step
can be computationally prohibitive for many applications. In this
paper we use multi-parametric programming (Dua, Bozinis, &
Pistikopoulos, 2002) to alleviate the online complexity of closed-
loop active FDI. Mp-programming allows to express the solution of
an optimization problem as an explicit function of the parameters,
thus reducing the online computation to a simple function evalu-
ation. To the best of our knowledge, mp-programming has never
been used in the context of active FDI. However, an attempt to give
an explicit solution to the problem was made in Raimondo et al.
(2013), where the proposed method was based on the gridding
of the parameter space. Even though simulations show that mp-
optimization outperforms gridding, the offline complexity of the
mp-approach scales badly with the number of faults taken into
account. To improve scalability, we also propose an approach that
considers mp-programs involving only two models at a time. This
strategy makes use of a graph to select in which order to execute
the different programs to still provide a guaranteed FDI and max-
imize performance. Simulations show that the proposed approach
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outperforms online strategies involving only two models at a time
and provides comparable performance to the online approach that
considers all models simultaneously.

2. Problem statement

Consider a discrete-time affine system whose dynamics obeys
one of n,;, possible models (known and observable)

x,[” = A 1 Bl 4 Blw, + 17, (1)
= Clix!l 4 plily;, 4 sl (2)

where x,[j] € R”X,y,[:] € R andu, € U C R™ denote the states, the
measured outputs and the inputs respectively, with xg] € Xé'] C
R™ the state initial condition (k > 0). Vectors wy €¢ W C R,
vy € V C R™ represent the disturbance and the measurement
noise. Constant vectors r'!! and s/ are used to model additive faults,
e.g. actuator offset and sensor bias and are considered to be known.
X5 W u,w andV are zonotopes (see Section 3) known a priori. In
the following, we assume C!! is invertible, for all i € M.

The objective of active FDI is to determine which dynamics the
process obeys to. To achieve this goal, we look for the shortest
sequence (up, ..., uy_1) such that any possible output at time N
is consistent with only one i € M. Since multiple input sequences
of minimal length N may satisfy this requirement, we select among
them the one which minimizes a given cost. Moreover, rather than
applying the entire sequence, we do inject only the first element
and re-compute a new input sequence at the next time step,
taking advantage of the newly available information (closed-loop
approach). In the following, it is assumed that only one model is
active during [0, ..., N], i.e. the diagnosis is fast enough to avoid
the switching between models in this time window.

3. Notation and basic definitions

Below, a tilde is used to indicate a sequence associated with
(1)-(2). When referring to ., or wy,, the notation stands for
61 = (01,...,04-1) while, for X, Y1, Vik, 6k = (01, ..., 0%).
Similarly, one has o, = (o9¢,...,0¢_1) or 6x = (0g,...,0k).
The notation &, « indicates that the sequence is computed at
time . With ¥, we denote the kth cartesian product of a set X
(¥ x --- x X). Given (uk,xg],\i\lk,vk) € Ruk x R x RMWwk
R™, the state and output of model 1 k-steps ahead, are given by
the functions (b(k)(uk, xg], w;)and w(k (g, XB], Wy, Vi) respectively,
with ¢([§<])( ,+,+)and wm -, -, -, -) the solution maps. Zonotopes are
centrally symmetric convex polytopes (Guibas, Nguyen, & Zhang,
2003). Denoting with G = [g; ... 8] € R"™" the generator
matrix and with ¢ € R" the zonotope center, a set can be expressed
asZ = {GE + ¢ : ||&]lo < 1}, and compactly indicated as Z =

{G, c}. The order of a zonotope is defined as ng /n. Define Q,Eﬂco =

Xig X Wictg x V with X = (G ¢/ } Wity = (G, O,
= {Gy, 0}. For eachi € M, given Qk‘k and Uy, .k k,, the reachable
sets are defined as

X]EH<O(ﬁkoik|kO’ ,Q,EH{O) (state reachable set)

= (D1 Ttk Ky Wigi) (R, Wi, Vi) € 2,0}
yk[\l}co(ﬁko:k\ko’ QlEHco) (output reachable set)

= {w([gfko)(ﬁko:k\ko, )_(1[:37 ‘~Nk0:ka Vi) (’_‘1[:37 Wkoﬁk’ Vi) € “QIEI\]"O}'

The dependence of Xk| ko ON Vi is specified only to simplify notation.
When clear from the context the arguments of sets and maps
will be omitted. The set X,E('J] is the result of a set-valued observer

initialized at ko = 0, as X} = X' n {(c")~'DIIGy, (€M) (yy, —
sih} and, for ko > 0, obtained recursively

[i] [i] [i]
Xk0+l —{¢(1)(uk0\k0’xko Wio) © (X)) Wiy, Vig+1) € ‘Qk0+1\k0}

N DGy, () (yige1 — s} (3)

Since the set on the right hand side of the equation above is
difficult to compute exactly and may not be a zonotope (zonotopes
are not closed under intersection (Scott, Raimondo, Marseglia,
& Braatz, 2016)), it is conservatively outer approximated us-
ing, e.g., zonotopes with low complexity (Combastel, 2005), par-
allelotopes (Bravo, Alamo, & Camacho, 2006), or constrained
zonotopes (Scott et al., 2016). Thanks to zonotope properties
(5)-(7)in Scott, Marseglia, Magni, Braatz, and Ra1mondo(2013) by
iterating (1)-(2), one obtains suitable matrices A}, B}, Bl

Wk—kq
etc. such that
li)

i Ny xXn
G)[(l] er X "
klko Xklk (llkO klkg JeR™

[ _ [i] ['J [i] . [i] ~ [i]
Xijky = {[Ak kG, Bwk—kOGWkI<0:|’¢(k—k0)(uk0:kk0’c)_(ko’o)}

[i] [i] i [i] ~
Yiky = {[C[’]le‘k D[J]Gv] » Ve—kg) (Wkg:kiko

1l 0o - n
n
"y X Mgy Yk (g :klkg JER™Y

[i]
¢ o0l @

[i]
GYklk eR
Note that w4, affects only the center of these sets. For ease
of reading, only the dependence of c“J‘ and c%k on Uy, gk, iS
0
made explicit (unless differently needed) In the following, we
denote as separating input sequence of length N, any input sequence
Uy,:k,-+N|k, able to guarantee the separation of all the output reach-
able sets after N steps, i.e. Y,E']er,(o N Y“LMk =0,V(1,j) e M, i #
j- By separating these sets, measurements will become consistent
with one model only, thus leading to a guaranteed diagnosis.

4. The multi-parametric approach

The search for the shortest separating input sequence can be
performed, for the case of zonotopic uncertain sets, as described
in Scott et al. (2014). This approach, here named open-loop ap-
proach (OL), requires the solution of a set of MIQPs (for increasing
horizon N = 1,2, ..., until the separating condition is satisfied
or a threshold N, is attained) and provides, for the shortest fea-
sible horizon, the input sequence of minimum norm. As suggested
in Raimondo et al. (2013), rather than applying the entire sequence
in open-loop, it is possible to enhance performance with a closed-
loop approach (here named closed-loop online approach, CL-O). At
each time step, the set-valued-observer in (3) is updated with the
newly available measurements and a new input sequence is com-
puted online (see Raimondo et al. (2013) for further detail). In order
toreduce the computational complexity of CL-O, in Raimondo et al.
(2013) the authors suggest a way to move most of the computation
offline. The approach, (here named closed-loop approach based on
gridding , CL-G), requires measurements to lie in a known hyper-
rectangle Y, Vky, > 0. By defining a partition {P,},cs of Y into
sets P, = ¥, + Ygria (With Ygiq a zero-centered hyper-rectangle
whose size impacts the grid refinement), offline, for each P,, one
has to solve the separation problem with Xm = X = {x :
Yo — Clilx — sl € DUV + Ygi4}, Vi € M. By domg so, one obtains
a solution for any y € {P,},cs. Online, at each time step, one has
just to figure out which P, the obtained measurement belongs to.
While CL-G reduces the online complexity to a simple function
evaluation, it has some drawbacks: (i) since based on partition-
ing the measurement space, it could result in poor performance,
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i.e. high input norm and/or long input sequence (ii) the use of a very
simple observer, based on measurements only (no prior knowledge
oka;] isused when computmng 1), limits the benefit of a closed-
loop strategy. A method that partrally overcomes these problems
is presented in the following.

4.1. Multi-parametric programming

Multi-parametric programming aims to provide the optimal
solution of an optimization problem as an explicit function of its
parameters y € I' C R™ (with I" here assumed polyhedral) (Dua
et al.,, 2002). The multi-parametric programs we will consider in
the remainder of the paper have the following form

1
min—x"Hx + f'x (5)
x 2
subj.toAx < Sy +b

with x € R™ the optimization variables. Matrix H € R™*™ is
assumed to be positive semidefinite. f H = 0, (5) is a multi-
parametric LP (mp-LP), otherwise it is an mp-QP. When x =
[xI; xp 1", with X, € R™ and x, € {0, 1}", (5) becomes an mp-
MIQP. The mp-solution of these programs can be computed using,
e.g.,, MPT (Herceg, Kvasnica, Jones, & Morari, 2013) and evaluated
online through efficient data structures (see e.g. Fuchs, Axehill, and
Morari (2015)).

4.2. Closed-loop approach based on mp-programming

Mp-programming can be used to obtain an active FDI scheme,
here named closed-loop approach based on mp-programming
(CL-mp) able to guarantee fast online computation and better
performance compared to CL-G. Rather than partitioning the mea-
surement space, we parametrize the output reachable sets in X,E;J
Vi € M. By doing so, GY! and ¢! (defined in (4)) can be

i Ykiky Ykiko
rewritten as

(X)G[IJ (w, v)G[IJ
Yklkg Ykiko

[i] g li] Li]
= |cUAL, 6

C[l]B[l]

Wk—kq

G[l]

Yiiig

- il
Gy, DGy ]

[il [il []
Vg = Vieto)(0: €5, - 0. 0)+ ¥y (Tigivky- 0. 0. 0)

— i
(X)Ch]qk oy

isolating the effect of the initial condition. To keep the number

of parameters small, X is chosen hyper-cubic, X = {11

0)23 )¢ [l] }, with c['] Rnx Ux] eR, g[’] > —1, the center and

the size of the parametrrzed set fhyper cubrc outer approximation
of the exact set can be computed using, e.g., Bravo et al. (2006)).
Note that the parametrization is more flexible, and thus less con-
servatrve than a fixed grid (used in CL-G) since it allows the center
of Xk to freely move within the parameter bounds and its size to
shrrnk/grow to get the tightest set consistent with measurements
and prior information. In order to see if Uy, .x,+njk, iS @ Separating
input sequence for the different parameters, one has to solve a set
of mp-LPs

Slij] [il il Ul UJ _
8 (uko :ko+Nlkg s U' , c)zko s ka Xko )= (6)
min )
EX.y.A08
[i1 g li] (w,v) ¢l (@) ALl () elil —
subj. to CTAyE + Gy, Ykg+N1kg X+ S, o+Nlkg + cYk0+N\k0 -
iyl (w,v) 1 (x
CAyy + GYk 0-+Nlkg A + Yk +Nlkg + YI<0+N|k0

[i]
<4 L
€lloc < 8 +0y)
1l
<4 Y
17lloo = 8+ 5]
IXlloo <8
Ao <8
[!] UJ [i] UJ P
Xko )_("0 e X, e ’ X’ eP

with (S,l\;’” representing a measure of distance between zonotopes
(see Scott et al. (2014)) and check for which parameter values

NIl [l] c[1] a[ﬂ

5[ (Wkg:ko+Nlko» O Aysq (7)

Xeg' Xeg' KXig' Xkg

hold for all i,j € M, i # j. In order the parameters to appear
linearly in (6), the initial condition has been rewritten as Xko (1

4l . 0 < 1401} (the two formulations are equrvalent .
Xk Xk
0 0
. - [i] (*) il
By doing so, when writing Y .. one uses of GYk0+N|k0 only the

columns CAl! and replaces the generators constraint, [|£]» < 1,
with [|§]lee < 1+ o“J The same applies to index j. Note that X
0

and P bound the size and center of the initial conditions space.

According to Borrelli (2003), it is always possible to find a
solution of a mp-LP which can be expressed in terms of linear
constraints involving both continuous and binary variables. Using
this property, similarly to Scott et al. (2014), for a given N, it is
possible to obtain a parametrized separating input sequence of
minimum quadratic norm by solving offline a mp-MIQP. In order
to provide the shortest feasible separating sequence, a set of mp-
MIQPs is solved offline from N = 1, ..., Nyq (Or until separation is
guaranteed for all parameters within bounds). All the related maps
get stored. Note that the minimum horizon guaranteeing diagnosis
may be different for different parameter values.

In order to implement the CL-mp approach online, at each kg >
0, given the parameters consistent with X (i € M), one has to
query the maps starting from horizon 1 untrl a feasible solution
is obtained. Then, according to the closed-loop paradigm, only the
firstinput element is applied and a new input sequence is obtained
at time ko + 1. In the following, we assume X,El] to lie within the
parametric bounds for all k; > 0.

Remark 4.1. For both CL-G and CL-mp approaches, the require-
ment to lie within given bounds for all k, > 0 may be relaxed to
ko = 0 only. By doing so, if at any kg > 0 measurements/initial
conditions get out of bounds, it is still possible to provide a guar-
anteed diagnosis by applying the last feasible input sequence in
open-loop.

Remark 4.2. The complexity of the parametrized output reachable
sets can be alleviated by computing zonotopic outer approxima-
tions with less generators, see e.g. Althoff, Stursberg, and Buss
(2010). However, in order to keep the dependence on the parame-

ters, only the columns (- ”)G“i‘k of Gy,d,< can be reduced.

Even though mp-programming shifts most of the computation
offline (online one has to query a set of lookup tables only), the
complexity of computing the maps grows exponentially with the
number of binary variables of the mp-MIQP. This number is propor-
tional to the number of mp-LPs involved in the separation problem,
which is equal to ("g‘) with n,, the number of models. In order
to reduce complexity, in Section 4.3, we propose a sub-optimal
approach, here named closed-loop couple-based mp-approach
(CL-CBmp), based on mp-programs involving only two models at
a time. The use of a graph allows to select in which order to
execute the different programs to still provide a guaranteed FDI
and maximize performance.
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4.3. Closed-loop couple-based mp-approach

Rather than designing an input sequence able to separate all
the reachable sets, the approach proposed in the following looks
at the separation of all the models considering, however, just a
couple of models at a time. We therefore look for an input se-
quence guaranteeing the separation of a couple (i, j). We apply the
sequence until at least one of the two models is discarded. Then, we
move to the separation of a new couple. This procedure continues
until only one model (the true model) remains consistent with
the measurements. By doing so, diagnosis is still attained, but at
the price of a more expensive (in length/norm) input sequence.
On the other side, the advantage is a significant complexity re-
duction. Indeed, we replace the offline computation of an mp-
MIQP involving several binary variables with the computation of
("m) mp-MIQP involving a negligible number of binaries. Still, this
approach raises some issues. Remark 4.1, for example, does not
hold for CL-CBmp. When only two models are considered at a
time, the requirement that X,EI)J lies within bounds should at least
hold for all the time instants at which we switch to the separation
of a new couple (the previously computed sequence does not in
general guarantee the separation of the remaining models). In
order to satisfy such requirement, the parameter space has to be
chosen suitably. Since {(C[”)_1DEJGV, (C“J)q(y,<0 —slh} is the set
of states consistent with measurement yy, at time ko, an upper

bound on o“ is given by the minimum o € R such that {I(1
0

o'),0} D {(C['])ADEJ"]GV, 0}, foralli € M. The use of a hyper-cubic
set-valued observer guarantees that the size of any new initial
conditions will never exceed o!. On the other side, 0! = —1
represents the tightest lower bound for o)-g] since, for that value,
. 0
)_(,2)] becomes a point. Summarizing, the initial condition size can be
bounded by ¥ = [0, o!]. The bounds on the parameter space P
are provided in Section 4.3.2. In order to construct such a set, we
first compute, without solving any mp-program, an upper bound
N* on the time necessary to separate all the reachable sets i € M
(see Section 4.3.1).

4.3.1. Existence of N*

In this section we demonstrate the existence of an upper bound
N* on the time necessary for guaranteeing FDI with CL-CBmp. In
this sense, two preliminary theorems and two lemmas are needed.

Lemma 4.3. Given N > 0, a separatmg input sequence Uy e UN
for models (i, j) exists if and only if WOy ¢ SN, where S}/
{[Gm G[}] ] x)cm _(x ) } and L[U] c[)]B[l] C[:]BM

YN YN Yn I :

Theorem 4.4. Given two zonotopes in R, A = {Gy, ¢4}, B =
{Gg, €3} (Gy € RV*"s), Gg € RV*"8B, ¢4, ¢ € RY), if Jea # 3
for whichB C Athency = ¢z — BC A

Lemma 4.5. Given zonotopes A, B as defined in Theorem 4.4.
{Gp, 0} Z {Ga, 0} — Vg € Ry, {Gg, 5} Z {Gn, O}.

The proofs can be found in the Appendix.

Theorem 4.6. Assume N *

(ijy > 0is the shortest horizon for which

EIﬁN(*ij) € UNU_]_) (U = {Gy, 0}) able to separate Ylfl’l from Y[’] when
A . (i) N
®¢ [1J — ®) Ul [ _ Ul _ _u
° C ® O =0 =0 .
G Ni) Xk ko

Then N(’;j) is an upper bound on the number of steps required for
separating (i, j) also when

[i] (®) U1 b (%) ol %)l
o Wey  #ey  with®Wey =~ Wey e RY
(i) (i) (i) (i)

° G)-Ego, # o, with a[’] s U)-E]O e X
Proof. First of all, if the output reachable sets are separated when
the initial conditions have maximum size, i.e. o, then they will
be separated for any other value in X. Thus, we can focus on
finding the smallest k for which 3u, € U, guaranteeing separatlon

for any ®) c['] (")c[’] € R% when 0)23 = o' = o Defining
[l _ D]
LV = cilg}

. )
- C[‘]B,E”, this is equivalent to finding the first instant
k satisfying
Y(y1,v2) € 1[-(1—0"),(1+

(Gl — Gyllyy vl + eyl

o")1, V(e D))

Ve, # L (8)

Ju, € [Jk :

LetSy” = {[G)] —GJ1.¥c})—®cl}. According to Lemma 4.3,

the condition above holds iff S,lf"jj ) L,[:’jJUk. Finally, thanks to
Lemma 4.5, if 3k = N ; such that this latter condition is verified
when ®c}] = ®¢l, then it also hold when ®c}!£¥¢]l, thus
proving the theorem.

The following lemma extends the result of the previous theo-
rem to the case U = {Gy, ¢y}, withcy # 0.

Lemma 4.7. Assume the input admissible set is not zero cen-
tered, ie. U = {Gy,cy}. An upper bound on the number of
steps required to separate the couple (i, j) is given by the smallest
k for which 3y able to separate the sets when ")cm (")cm

|8’ - B} [, <] ... ]I

The lemma can be easily demonstrated replacing the value 0
with LI'[c]} ¢, ... ¢ 1" in the proof of Theorem 4.6. Theorem 4.6
and Lemma 4.7 allow to prove the following theorem.

Theorem 4.8. Consider a CL-CBmp approach. Assume that P and ¥
are chosen in a way that the parameters c[-] and a-] stay within

bounds Vi € M, at least at the time mstants when the switch to
the separation of a new couple is made. Then, if N* is an upper
bound on the tlme required to separate each couple (l j), N* =
Z"’“_l Z i (u is an upper bound on the time required to separate
all models

Proof. Consider, at a given time k, the generic couple (i, j). Since

“J and cr)t” are assumed to be within bounds, the two output

reachable sets can be separated in at most N ) steps. Thus, at time
N(”), model i and/or model j will be dlscardedl Consequently, after
these steps, the set of possibly active models becomes {1, . .., np,}\
{i}, {1,...,nn} \ {} or {1,...,np} \ {i,j}. By considering iter-
atively the separation of the remaining couples, all models will
be discarded except for one (the active model), thus providing a
diagnosis. An overestimation of the time required to separate all

models is then N* = Y-"N¢: . ne = (7).

[i]

Note that Theorem 4.8 requires ¢, to stay within bounds,
O

but a suitable dimension of P has not been computed yet (see
Section 4.3.2). However, the bound N* does not depend on the size
of P but requires only its existence.

In Corollary 4.13 we show how to compute a tighter bound on
N* making use of a graph. In order to do so, we first introduce the
following definitions and theorem.

Definition 4.9. We call system graph G (E, V) anon-oriented graph
that has a node v; € V for each possible model that can be active
on the system and an edge e;; € E of weight s(e;;) = linking

1})
each couple of nodes.
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Definition 4.10. Given a graph G (E, V), a spanning tree is a simple
connected graph with no cycles containing every vertex of G. A
minimum spanning tree is a spanning tree of a weighted graph
having minimum weight.

Note that the minimum spanning tree of a system graph can be
computed by negating the weights of each edge and applying the
Kruskal’s algorithm (Kruskal, 1956).

Definition 4.11. Given a system graph G (E, V), we define system
graph exploration as any of its sub-graphs G(E, V), where E C E
is any subset of edges e; ; that, if taken iteratively into account, is
sufficient to provide a diagnosis.

Theorem 4.12. Given a system graph G (E, V), all the possible system
graph explorations G(E, V') are acyclic not necessarily connected sub-
graphs of the system graph.

The proof can be found in the Appendix.

Corollary 4.13. Consider a system graph G(E, V) with nodes V =
{1,..., ny} and edges corresponding to all the links connecting each
couple of nodes. A better estimate of N* is given by the sum of the
edges of the maximum spanning tree of the system graph.

Proof. Let start considering three models, i, j, k. The estimate of N*
given in Theorem 4.8 would be very conservative, being the sum of
N(’ﬁj Nf Gk N(i . Indeed, as stated in the proof of Theorem 4.12, if
the couple (i, ]) is considered first, either i or j would be discarded
and therefore either the couple (i, k) or (j, k) will not have to be
considered any further. A better estimate of N* can be obtained as
follows. Recall that, according to Theorem 4.12, system graph ex-
plorations are sufficient to provide a diagnosis. In order to estimate
N*,we consider only connected graph explorations. In fact, the case
when a diagnosis is obtained by discarding models that were not
currently under investigation (or the case when both models of
a couple get discarded) is a fortunate case that clearly would not
provide an upper bound on the overall time required for diagnosis.
Among all possible graph explorations, we therefore consider the
one whose edges sum is the highest. Such result can be obtained
exactly by computing the maximum spanning tree of the system
graph.

Remark 4.14. Note that N* upper bounds the time required to
separate all models also when an online closed-loop couple-based
approach (CL-CBO) is used instead of a multi-parametric one (i.e.
CL-CBmp). In this case, one couple of models is separated at a time
by solving optimization problems online. The only requirement for
N* to hold is that a hyper-cubic set-valued observer is employed
and its size does not exceed o".

Remark 4.15. In CL-CBmp, the use of a couple of models at a
time reduces significantly the computational complexity of the
separation problem. For this reason, one might be tempted to avoid
the parametrization and use CL-CBO instead, which requires the
solution of MIQPs online but allows the use of a more complex
observer. In Section 4.3.3, we will show that CL-CBmp can dramat-
ically benefit of information computed offline using a graph. This
allows CL-CBmp to outperform CL-CBO as shown in Section 5.

4.3.2. Bounding the parameter space p

The computation of N*, described in the previous section, pro-
vides an upper bound on the number of steps required to guar-
antee diagnosis when using CL-CBmp. This upper bound allows to
estimate the output reachable sets which could be generated in N*
steps by the different models using any of the possible inputs in
U. By choosing P as the smallest sets 1nc1ud1ng all these reachable
sets, we do guarantee that the center of Xk will belong to P, for all
ko > 0,and alli € M.

Theorem 4.16. Assume measurements at time k = 0 lie in known
set Yo = {Gy,. 0}. Then, given N*, it is posstble to compute P so that,
when applymg CL-CBmp for k = 0, ..., N*, the center of any new
initial condition never leaves such a set.

Proof. Define P, = {Gp, ¢p} as the smallest set containing
(C[“)_l(f/o — sll), Vi € M. Given the assumptions, the center of
any X,/ " consistent with Yo will lie in Po. Since o upper bounds the
m1t1al ‘condition size, the initial condition sets will for sure lie in
Xk0 {kao,cxko} = {I(1 + ¢"),0} & {Gp, ¢y}, Vi € M, where

@ stands for Minkowski sum. Given )_([2, U, V, W,itis possible to
compute the output reachable sets for all i € M, all inputs in U

and all k = 0.....N*as V[ = 1 Gy, Y{!(&,. € . 0.0) 1 with
k

Gy = [c}jl [Z\,E“G}ji B/'Gy, Bl Gy, ] D{jlcv]. According to this,
the center of any new initial condition at k € [0, N*], will lie in
(c) ™"y —s!"), i € M. Now, we compute the smallest zonotope
P containing all (C[i])71(}_’,£'] — sl forall k € [0, N*]. Being an over
bound of all possible initial conditions center, the parametrization
of CL-CBmp over the obtained P and ¥ = [—1,0"], allows to
positively query the maps at any k € [0, N*], also when the
switching to the separation of a new couple occurs.

In conclusion, assuming that measurements at time k = 0
belong to Yy, CL-CBmp parametrized over P and X guarantees
a diagnosis within N* steps. Finally, we show that the use of a
graph allows to select the order of execution of the couple-based
mp-programs to minimize the overall time/energy required for
diagnosis.

4.3.3. Selecting the order of execution of the mp-programs

Compared to CL-CBO, the main advantage of CL-CBmp is the
knowledge of an upper bound on the time required to separate
each couple of models. This allows CL-CBmp to select which cou-
ples to separate first as described in Alg. 1.

Algorithm 1 Graph-based strategy

1: Setk = 0.

2: Foreach modeli € M, use a hyper-cubic set-valued observer to obtain
parameters c/, o7 describing the new state initial condition.

3: Initialize system graph G(E, V) with all models i € M and with edges
of length N(‘;J.), (i,j € M,i#]).

4: For each (i,j) € M,i # j, compute a™) as the best (in terms of
length/norm) between the remaining of the sequence obtained at time
k— 1 (if able to separate couple (i, j)) and the one obtained by querying
mp-map (i, j) with parameters ¢, ¢/, g1, &1,

5: For each couple, compute a modlfled copy g ofsystem graph G(E, V)
where s(e; ;) is replaced by the length of ul ” . For each g (i) compute
the maximum spanning tree containing edge (i, j).

6: Choose the couple (i*, j*) providing the maximum spanning tree of
minimum length. If more than one couple has minimum length, choose
the one with the best @ /). Inject the first input of a4 Set k = k+1.

7: Discard all models not consistent with the measurement and eliminate
them from M. If only one model is left, then the procedure ends.
Otherwise, return to Step 2.

In practice, the approach allows to decide in which order to
separate couples by selecting the maximum spanning tree of min-
imum length according to edges values N ;- Note that, N(’;j) are
conservative since hold for any parameter values within bounds.
Thanks to step 5 of Alg. 1, such bounds can be replaced for each
new time instant with the length of the minimum input sequence
able to separate couple (i, j) for the parameter values of the new
initial condition. This way, a better estimate of the worst-case time
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Fig. 1. Comparison in terms of input length and norm between CL-O, CL-G and
CL-mp.

required to diagnose a fault can be obtained and a less conservative
strategy applied. Note that, the inclusion of edge (i, j) when com-
puting the maximum spanning tree can be obtained by replacing
s(e;;) with a value bigger than the one of any other edge before
applying Kruskal’s algorithm.

The advantages of using Alg. 1 when applying CL-CBmp are
shown on numerical examples in Section 5.

5. Numerical examples

Consider four models defined by matrices

08 0.2 0.8 0 08 0.2
(121 _ 31 — 41 —
A - |:—0.2 O.S]A - [—0.2 O.B]A - |: 0 0.8]

—0.1994 0 0 0.3861

gi34 _ [—0.3861 0.1994
= [-0.1994 0.3861

1 0 1 0
[1,2,3,4] _ [1,2,3,4] _
crn=fo oo ]

gi234 _ [0.1215 0.0598
w 7100598 0.1215

Bl — |:—0.3861 0] B2 _ [0 0.1994]

with rl1:234 = 1234 — 0, Uncertainties are bounded in
zonotopes X([)'] = {3,0},Vie M, W = {I,0}, V = {0.71, 0}. We
aim to compute for the shortest horizon N guaranteeing separation
the input sequence of minimum quadratic norm ||t 1, Iz with
R = I The inputs are constrained in U = {u : |lu| < 5}. To
alleviate complexity, the zonotopes order is limited to 2 (zonotope
order reduction techniques are used to guarantee such constraint).

5.1. Example 1

In this example we assume that only models 3 and 4 can be ac-
tive. CL-mp, CL-G and CL-O are compared in Fig. 1. For CL-G, Ygig =
{0.11, 0}. The explicit map has been defined over Y = {6, 0} while
the one of CL-mp over P = {61, 0} and with ¥ = [—1, —0.3]. The
results have been obtained performing 400 random simulations
and checking the effective time required to diagnose the fault
(half of the cases had model 3 as real dynamics, the other half
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Fig. 2. Mean steps needed for separation for model 4.
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Fig. 3. Mean steps needed for separation for model 4.

model 4). As expected, CL-O provides the best performance but
requires the solution at each time step of an optimization. CL-mp
provides reasonable performance and outperforms CL-G since not
based on gridding and supported by a better set-valued observer.
Fig. 2 shows the average (over 200 random simulations) evolution
over time of the guarantees (in terms of number of steps) for the
different approaches when considering model 4 active. At each
step k, the guarantees are provided by the length of the open-loop
sequence computed at that time. At the beginning, being the most
conservative, CL-G has a significant gap compared with the other
approaches. However, the conservativeness is partially beneficial
in a closed loop framework cause, being more aggressive, could
lead to an earlier termination. This is demonstrated by the reduction
of gap in the guarantees along the time. A similar result holds when
comparing CL-O to CL-mp.

5.2. Example 2

In this example, we consider all models and compare the
closed-loop performance CL-O, CL-G and CL-CBmp (this latter in
combination with Algorithm 1). The bounds on the mp-maps are
the same of Example 1 and fulfill the requirements of Sections 4.3.1
and 4.3.2. Fig. 3 summarizes the results obtained over 800 random
simulations. At time k = 0, CL-CBmp shows the most conservative
guarantees, being based on the separation of one couple at a time
only. However, thanks to Algorithm 1, the approach promptly
improves over time thus resulting in closed-loop performance
comparable to the two methods involving all models. Finally, Fig. 4
compares the performance of CL-CBO and CL-CBmp. As expected,
the use of a graph allows to schedule the mp-programs to maxi-
mize performance and provide better results than CL-CBO.
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Appendix

Proof of Lemma 4.3. L}"'Uy < s/ is equivalent to

Vity € Uy, 3(»1, ¥2), [1711loc < 1, 17200 < 1such that
Ggllv ” +(x>cgllv + 1By, = G\[;,L)’z +<f«>c[‘;’lv + Uy,

This expression is actually the negation of the separation con-
dition, where this latter can be rewritten as

iy € Oy : Y7y, 72) 17100 < 1 l1palleo < 1
Gyl yy + D) + BTy # Gy, + D) + VB dy.

For this reason, the separation condition and L%’jl Uy & Sg’jl are
equivalent.

Proof of Theorem 4.4. Without loosing generality, we set the
origin of the axes at the center of set A. In this reference system
¢4 = 0. Suppose Jcg # ¢4 such that B C A. Since A is symmetric
by definition and ¢, = 0, also B* = {—Gg, —cp} is subset of A.
Additionally, because A is convex, all the segments connecting an
element of B to an element of B* are inside A. To prove the theorem
is then sufficient to demonstrate that B® = {Gg, 0} (same center as
A) is a linear combination of B and B*. To do so, let us define X as
the zero-centered unitary hypercube in R"¢8 (X = {I, 0}, with I the
identity matrix). Since B°, B, B* are zonotopes (i.e. their elements
can be written as GgX1, GgX; + €g and —GpX3 — Cp, With [|X1 ]| < 1,
IX2]lo < 1, [IXsllee < 1respectively), to prove that elements of B®
can be obtained as linear combinations of elements of B and B*, it
is enough to show that Vx; € X, 3(x,,x3) € X x Xand ak € [0, 1]
such that:

Gpx; = k - Ggxy + keg — (1 — k) - Ggx3 — (1 — k)cp

holds. Let us fix k = 0.5. Then one has to show that Vx; €
X,3(x3,X3) € X x X such that Ggx; = Gy (*252). Since
the generator matrix is the same, one has to show that Vx; €
X, (x5, X3) € X xX suchthatx; = % (X, — X3). Such condition can
be rewritten as Ix; = % [I —1I][xy x3]" with I the identity matrix
of suitable dimension. Recalling the operations on zonotopes and
the definition of Minkowski sum, let us denote ¢4y = {I, 0} and
U = {%[I — 1, 0}. To prove that B° can be obtained as linear
combination of B and B*, one has to prove that ¢/; C 4. In this
case, Uy = {% - 21, 0} = U44. Therefore the theorem is proven.

Proof of Lemma 4.5. From Theorem 4.4 we have that:

dcg € R, {Gg, cg} C {Ga, 0} — {Gg, 0} C {G,, 0}. Given, thus,
that the implication is true, if the second predicate is false, then
the first has also to be false. Namely, {Gg, 0} Z {G4, 0} — V¢ €
R"™, {Gg, cg} Z {Ga, O}.

Proof of Theorem 4.12. Assume by contradiction there exists a
system graph exploration containing a cycle (i, j, k) (to simplify the

proof let us consider three models only but the following applies
also to a larger number of models). The presence of the cycle
implies that all the couples (i, j), (j, k) and (i, k) have been taken
into account to provide a diagnosis. In order this to be possible, it
is necessary, when considering the first couple (e.g. (i, j)), that the
input sequence u is not able to discard any model. If, in fact, model
i would have been discarded, the couple (i, k) would not have
been considered. If, instead, model j would have been discarded,
the separation of couple (j, k) would not have been useful. By
definition, the input sequence u is able to separate the couple
(i,j) and therefore able to discard at least one of the two mod-
els. This proves that a system graph exploration cannot contain
acycle.

Let us prove now that the system graph exploration is not
necessarily connected. This may happen since it is not necessary to
actively separate all couple of models to obtain a diagnosis. Indeed,
if, while trying to separate (i, j), the measurement acquired is not
consistent with a third model k, model k gets discarded and its
node vy disconnected from all to other nodes. Similarly, if both
model i and j get discarded while trying the separation, both nodes
v; and v; get disconnected and all the edges involving i and/or j
discarded.
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