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Abstract Virtualization and server consolidation are
the technologies that govern today’s data centers,
allowing both efficient management at the functional-
ity level as well as at the energy and performance lev-
els. There are two main ways to virtualize either using
virtual machines or containers. Both have a series of
characteristics and applications, sometimes being not
compatible with each other. Not to lose the advantages
of each of them, there is a trend to load data centers by
nesting containers in virtual machines. Although there
are good experiences at a functional level, the perfor-
mance and energy consumption trade-off of these solu-
tions is not completely clear. Therefore, it is necessary
to study how this new trend affects both energy con-
sumption and performance. In this work, we present an
experimental study aimed to investigate the behavior
of nesting containers in virtual machines while exe-
cuting CPU-intensive workloads. Our objective is to
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understand what performance and energy nesting con-
figurations are equivalent or not. In this way, adminis-
trators will be able to manage their data centers more
efficiently.

Keywords Nesting - Consolidation -
Virtual machines - Containers
Performance-energy trade-off - Monitoring -
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1 Introduction

Cloud Computing was introduced as a paradigm
focused on offering services in a more flexible way
for users, thus it has been necessary to provide cloud
data centers with technologies such as virtualization.
Through virtualization, cloud services can be deployed
using different models, such as IaaS, PaaS, and SaaS
[1].

Virtualization can be provided through virtual ma-
chines (and this happened since cloud computing
inception) and more recently through containers. Unlike
containers, virtual machines are more robust at the
architectural level. In fact, virtual machines allow com-
plete isolation between them, so that different systems
can be deployed within the same physical server. Con-
tainers are processes within a physical server shar-
ing its operating system, thus, their isolation factor is
minimal compared to virtual machines [2]. Therefore,
containers allow much faster deployment than virtual

@ Springer


http://crossmark.crossref.org/dialog/?doi=10.1007/s10723-024-09782-2&domain=pdf

67 Page?2of 18

Journal of Grid Computing (2024) 22:67

machines. For example, a virtual machine can take min-
utes to be deployed, while a container can be deployed
in a few seconds. This functional advantage often over-
shadows the isolation capacity of virtual machines.

To take advantage of the isolation of virtual machines
and the fast deployment of containers, both technolo-
gies can be used at the same time, by hosting contain-
ers within virtual machines running on a given physical
server. In fact, the current trend of cloud providers is the
combined use of virtual machines and containers [3, 4].
This trend ensures security, isolation of the processes
and faster deployment of services while maintaining
the virtualization framework.

Since virtual machines and containers have different
nature and aims, it is important to study the suitabil-
ity (or the goodness) of nesting containers in virtual
machines from performance and energy consumption
simultaneously.

Itis important to note that server consolidation intro-
duces performance overhead [5, 6], and consequent
performance degradation, that is, the response time
increases and the QoS is affected negatively. Besides,
the energy consumption depends directly on the perfor-
mance (i.e., response time), and it is also affected by the
performance consolidation overhead. For this reason,
server consolidation may not save energy even though
it saves power. Hence, it is necessary to find a trade-off
between the performance degradation and the energy
consumption [7]. As a consequence, the research ques-
tion we attempt to answer in this paper is:

RQ: Isthe current trend of nesting containers in virtual
machines efficient from performance and energy
consumption perspectives simultaneously?

To answer this question, we divided this paper into the
following sections. In Section 2 some background con-
cepts are introduced. In Section 3, the justification of
this work is explained by the related work. Then, in
Section 4 we describe the methodology followed to
answer the research question. In Sections 5 and 6, the
experimental results are presented and discussed in
Section 7. We conclude this work in Section 8 with
some final remarks.

2 Background
Since virtualization technology is a key factor in cloud

data centers, in this section we will explore the concepts
needed to understand the proposed work.

@ Springer

2.1 Virtualization

Although virtualization is an old concept, introduced
by IBM on its mainframes more than fifty years ago,
nowadays this disruptive technology has changed the
way of handling a physical server and service deliv-
ery. Virtualization can be defined as a technology that
divides the computing resources of a system into sev-
eral isolated operating environments.

A Virtual Machine Manager (VMM), or hypervisor,
is a software layer located between virtual machines
and the hardware that manages the interactions between
virtual machines (or containers) and the shared hard-
ware. Hypervisors provide an environment identical to
the physical one with minimal performance cost and
complete control of the system’s resources [6].

2.2 Virtual Machine-Based Virtualization

Virtual machine-based virtualization allows the execu-
tion of several isolated operating systems on the same
physical server. These different operating systems are
the virtual machines (VM). The Virtual Machine Man-
ager allows communications of the virtual machines
with the physical hardware, using the host operating
system.

There are two types of hypervisors: type-I and type-
II (see Fig. 1). Type-I (native or bare-metal) hypervi-
sors run directly on top of the hardware, that is, they
are placed on the operating system and interact directly
with the Instruction Set Architecture interface. In con-
trast, type-1I (or hosted) hypervisors need to be sup-

VM1 || VM2 [--| VMn

Virtual Machine

VM1 || VM2 [--| VMn Manager

Virtual Machine Operating System

Manager
Hardware Hardware
(a) Type-I (b) Type-lI

Fig. 1 Layered representation of two types of hypervisor (a)
native or Type-I and (b) hosted or Type-1I
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ported by an operating system providing virtualization
services. Hence, a type-II hypervisor is a program man-
aged by the operating system.

From the performance point of view, type-I hyper-
visors are more efficient than type-II because they
directly communicate with hardware resources in the
stack below. In type-II hypervisors, every time a vir-
tual machine operates, it has to hand off the requests
to the operating system, which handles the hardware
requests. Thus, type-II hypervisors need an extra soft-
ware layer [5].

Type-I hypervisors are considered more secure than
type-II hypervisors. Operations performed by the guest
(i.e., virtual machine) are handed off, and as such, a
guest cannot affect the hypervisor on which it is sup-
ported. A VM can affect only itself. For example, a
guest crash does not leave the boundaries of the VM.
In addition, type-IT hypervisors are less reliable because
there are multiple points of failure: anything that affects
the availability of the underlying operating system can
also impact the hypervisor and the guest it supports.

2.3 Container-Based Virtualization

Despite the recent use of containers, they were not that
new in UNIX systems. In fact, since the end of the
1970s the chroot environments could be seen as the
beginning of the containerization idea. We might con-
sider the chroot idea as the first idea that very crudely

Table 1 Virtual machines and containers feature comparison

separated processes from the disk space. At the begin-
ning of this century, we had BSD jails, and in 2008 the
LXC (Linux Containers) project was introduced to the
market [8].

A container is a standard unit of software that pack-
ages codes and all their dependencies, so applica-
tions run quickly and reliably in different computing
environments. Containers save resources because they
avoid the overhead of virtualization, while also provid-
ing some isolation.

Table 1 compares virtual machines and containers
on multiple factors such as performance isolation, secu-
rity, networking and storage.

Application containerization is one of the technolo-
gies that enable microservices architectures. Microser-
vices are organized around different business capabil-
ities and requirements, thus their nature varies. Some
microservices focus on data processing , others on data
storage, and some others on processing HTTP requests
and responses [9]. For this work, microservices are seen
from the processing point of view, that is, the service
time (small by definition) is devoted to CPU opera-
tions [2].

Containerization is a form of virtualization where
applications run in isolated user spaces (containers),
while using the same shared operating system (see
Fig. 2). Therefore, each microservice of an applica-
tion is deployed in a container, without launching a full
hypervisor. Deploying a microservice is as simple as
starting the execution of a new microservice container.

Parameter Virtual machines

Containers

Operating system

Communications (between VMs

and containers) Internet.

Each VM runs its operating system.

Communications over the network, such as

Containers share the host operating system.

Standard inter-process communication
mechanisms like signals, pipes and sock-
ets.

Security It depends on the hypervisor implementa-
tion.

Performance Performance overhead due to the hypervi-
sor layer (extra software layer).

Isolation Full since libraries and files cannot be
shared between guests and between guest
hosts.

Startup time Minutes to boot.

Storage Large amount of storage as the whole OS

kernel and all programs have to be installed.

User control access can be leveraged.

Near-native performance as compared to
the underlying host OS.

Limited since subdirectories can be trans-
parently mounted and shared.

A few seconds to boot.

Low amount of storage as the base OS is
shared.
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Fig. 2 Layered VM1 VMn
representations of (a) Container 1 Container 2
Hypervisor-based and (b) App App
Container-based bins/libs bins/libs App App
virtualization
GUEST OS GUEST OS bins/libs bins/libs
VMM Container Engine
HOST OS HOST OS
HARDWARE HARDWARE

(a) Hypervisor-based virtualization

Therefore, microservices can be scaled by simply creat-
ing new containers until the desired level of scalability
is achieved. In this way, the overhead is reduced, and the
isolation of the environments is maintained, although
ensuring security is more difficult than for VMs. In
fact, various authors claim that “containers do not con-
tain” [10]. Docker [6] is one of the most successful
implementations of container architectures.

2.4 Server Consolidation

Server consolidation is one of the techniques that help
system administrators to manage servers and data cen-
ters more flexibly. The basic principle of this technique
is the allocation of the workload in the minimum num-
ber of physical servers. The common way to consol-
idate servers is using virtual machine consolidation,
which is based on the reallocation of virtual machines
among different physical servers. For example, in Fig. 3
we represent three physical servers, each allocating

Fig. 3 Virtual Machine

(b) Container-based virtualization

one or more virtual machines. In this scenario, vir-
tual machines allocated to server A and server C are
migrated to server B (under the assumption that this
server has enough resources). Hence, servers A and C
can be switched off saving power [6].

The overhead of virtual machine consolidation is
defined as the extra load that the physical server has to
perform due to virtual machine management and coor-
dination of the access to physical resources from the
virtual instances (including resource contention). Con-
sequently, the larger the number of consolidated vir-
tual machines within the same physical machine, the
higher the overhead is. Therefore, performance degra-
dation occurs due to the overhead of consolidating vir-
tual machines into physical machines [11].

In this work, we assume that server consolidation is
performed in blocks of virtual machines and contain-
ers, that is, the consolidated virtual machines have a set
of allocated containers. Hence, the inherent functional
advantages of nesting containers in virtual machines
will not receive any benefit from consolidation. In fact,

consolidation example

VM

VM

|
]
VM :
|
]
|

VM VM VM

VMM

VMM VMM

Physical server A
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the saving in the power consumed by turning servers off
will not correspond to saving in energy, which directly
depends on performance. Therefore, if performance
degrades, so the energy consumed does. Moreover,
we assume CPU-intensive workloads able to stress the
computing power of the physical servers.

3 Related Work

Since the rise of virtual machines and containers in
data centers, many research works have emerged to
evaluate their performance and energy consumption. In
particular, several researchers investigated the perfor-
mance of virtual machines and containers in data cen-
ters, whereas the nesting of different combinations of
virtual machines and containers has been investigated
by few researchers. In Table 2, we present a summary
that compares the state of the art in this area. Also, we
discuss the most relevant issues of these works.

In Shah et al. [12], authors studied the performance
of different configurations of virtual machines and
containers for cloud-based scientific workloads. The
results obtained by running the HEPSCPECO06 scien-
tific benchmark showed that modifications in the vir-
tual machines and containers configurations, such as
hyperthreading, isolation of CPU cores and allocation
of vCPUs, can improve the throughput and perfor-

Table 2 Comparison with the state of the art

mance of virtual machines and containers. Similarly,
in Xavier et al. [13] authors performed a large number
of experiments to analyze container-based virtualiza-
tion for high performance computing environments in
terms of performance and isolation. The experimental
results confirmed that containers have the worse isola-
tion due to the shared operating system and the worse
performance for HPC workloads in comparison with
virtual machines.

In Seo et al. [14], authors compared the performance
of Linux Containers and Virtual Machine hypervisors
by analyzing the boot speed and CPU performance,
thus helping users in selecting the most suitable plat-
form to deploy cloud microservices. Another study Li
etal. [15] compared virtual machines and containers to
assess the performance differences between these two
types of virtualization solutions. From the experimen-
tal results, authors concluded that containers did not
achieve higher performance because of their lower stor-
age transaction speed. In Ruan et al. [16] authors mea-
sured the performance of application and system con-
tainers and concluded that system containers are more
suitable to sustain I/O-bound workload than applica-
tion containers.

As already mentioned, despite its importance, the
nesting of containers in virtual machines has been
researched to a rather limited extent. In Mavridis
et al. [17], authors studied the combination of virtual

Paper VM Container

Consolidation/ Nesting

Energy Performance Energy-performance

trade-off

[7] - Consolidation
[10]
[11]
[12]
[13]
[14]
[15]
[16]
[17]
[18]
[19]
[20]
[21]
This work X

>

Nesting

Consolidation

XXX X
I

Consolidation

Consolidation

>

Consolidation

>

Consolidation
Consolidation
Nesting
Nesting
Nesting

XXX X

Nesting
Consolidation

R o T T e R

Consolidation/nesting

X

XX

> I
T B B T B I
I
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machines and containers using different technologies
such as KVM (Kernel-based Virtual Machines), Xen
and Docker. Through experimentation, they measured
the overhead associated with this combination and the
impact of energy consumption. Unlike our work, this
work does not consider performance and energy con-
sumption at the same time.

In Shah et al. [18], authors evaluated the efficiency
of different configurations of containers combined with
virtual machines in OpenStack environments for run-
ning the HEPSCPECO06 benchmark. The focus of this
work is on the power consumption rather than on energy
consumption.

In Barik et al. [19], authors explored hosting con-
tainers and virtual machines in physical servers. They
evaluated the overhead and the efficiency for different
workloads (e.g., CPU, memory, I/O and SSL protocol).
This work considered the combination of containers
and virtual machines, although the energy consumption
is not analyzed. In Mavridis and Karatza [20] authors
evaluated the performance when deploying a container
on the top of a virtual machine and concluded that the
container performance is penalized by the additional
virtualization layer of the virtual machine.

In Cuadrado-Cordero et al. [21] authors compared
the containers consolidation with a virtual machine
consolidation scenario from the QoS and energy effi-
ciency point of view. Even though these metrics are
relevant, authors did not consider them simultaneously.
The QoS was also assessed in Bermejo and Juiz [11],
where authors developed a general method to evalu-
ate the performance overhead of virtual machines con-
solidation. However, the energy consumption was not
considered.

Since containers are devoted to microservices, in Raza
et al. [10] authors evaluated the performance of the
combination of containers with virtual machines in a
microservice IoT environment using real experimenta-
tion. Even this paper did not consider energy consump-
tion.

Regarding the performance and the energy con-
sumption simultaneously, in Juiz and Bermejo [7],
authors performed an evaluation of the performance
and energy consumption trade-off using the CiS?, a
metric that quantifies and represents the trade-off for
any consolidation environment. This work evaluated

@ Springer

the trade-off for different virtual machine-based hyper-
visors, but it did not consider containers.

From the analysed literature, to the best of our
knowledge, our paper is the first attempt to study the
benefits of nesting containers in virtual machines by
assessing simultaneously performance and energy con-
sumption.

4 Methodology

As previously stated, this work aims to study the good-
ness of nesting virtual machines and containers. To
achieve this aim and answer our research question,
we follow the classical performance engineering meth-
ods and techniques [22], specifically benchmarking and
monitoring applied to real systems.

In detail, our methodology consists of several steps,
namely:

e definition of characteristics of the workload, i.e.,
the benchmarks;

e generation of the workload on the real infrastruc-
ture, i.e., the System Under Test (SUT), chosen as
target;

e monitoring the performance and behavior of the
SUT under the identified workload.

Note that all these steps are driven by the objectives
of the study. For example, this means that benchmarks
representative of the scenarios being considered are to
be chosen. For our study, these benchmarks will stress
the SUTs by exercising their most power-demanding
components, that is, their CPUs. Similarly, it is nec-
essary to use hardware and software monitors able
to accurately collect the identified attributes, that is,
response time, power consumption and energy con-
sumption.

We outline that measurements being collected at run
time could be analyzed online, i.e., while the SUT is
processing the benchmarks, or offline, that is, for a
post-mortem analysis. In our study, we will perform
an offline analysis to reduce intrusiveness. It is also
worth mentioning that to ensure measurement quality
multiple runs of the benchmarks on the SUTs have to
be performed.

In what follows, we detail the experimental set-up by
describing the main hardware and software character-
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istics of our SUTs as well as the types of the workloads
selected for assessing the goodness of various nesting
configurations. We will also present the design of the
experiments.

4.1 Experimental Set-Up

Three physical servers, i.e., hosts, have been used in the
experiments. These SUTs have the following hardware
features:

e Lenovo ST550 20 CPUs 94 GiB RAM (equivalent
to 100.932 GB)

e Power Dell T430 16 CPUs 8 GB RAM

e Power Dell T330 8 CPUs 16 GB RAM

Virtual machines are KVM-based, and containers are
Docker-type. The virtual machines have the same num-
ber of virtual CPUs as the physical CPUs of the cor-
responding host. The host and guest (virtual machines
and containers) operating systems are the same, i.e.,
Ubuntu Server 16.04. Moreover, the power meter (hard-
ware monitor) is the Chroma 66200.

The response time is measured on the containers,
and power consumption is measured on the physical
server using the hardware monitor. Since the load is
equally divided among N containers, the benchmark
is not considered complete until the slowest container
has finished processing. Hence, the response time cor-
responds to the time of the slowest container, that is,
the one that takes the longest to execute the portion of
the load assigned to it.

To take into account the nesting of containers in
virtual machines and, at the same time, distribute the
load among them, we consider the different combina-
tions between VMs and containers. For example, to
distribute one third of load per container, we need to
instantiate three containers that could be allocated to
virtual machines as follows:

e Three containers in one virtual machine.

e One container in one virtual machine and two con-
tainers in another virtual machine.

e One container per virtual machine.

Since the CPU is the most power-demanding server
component, we select CPU-intensive benchmarks, name-

ly, sysbench, stress-ng and SPEC_CPU2017' to emu-
late the workload processed the containers [23, 24]. In
detail, sysbench is a simple benchmark based on integer
arithmetic that verifies prime numbers by performing
standard division of the number by all numbers between
two and the square root of the number itself. Stress-ng
consists of a wide range of CPU specific stress tests
that exercise floating point, integer, bit manipulation
and control flow. In this work, we focused on the inte-
ger operations used to stress the CPU. Finally, SPEC
CPU 2017 is an industry-standardized, CPU intensive
benchmark consisting of four suites aimed at measuring
the processor performance. In this paper, we used the
floating-point-operations-based suite. This suite con-
sists of ten real applications representative of different
application domains, e.g., weather forecasting, molec-
ular dynamics, fluid dynamics, atmosphere modeling.
The applications differ in terms of their programming
languages and the number of lines of their codes.

To monitor the system, we use software and hard-
ware monitors [25]. The software monitors are used to
determine the performance of the system, measured in
terms of response time, while the hardware monitors
measure the power consumption of the system. Then,
from the response time and the power consumption, we
compute the energy consumption.

4.2 Experimental Design

To determine the goodness of the nesting of virtual
machines and containers, different nesting configura-
tions are considered. Due to the physical limitations of
the servers, the maximum number N of nested contain-
ers is set to six. The workload to be processed by con-
tainers is equally distributed among them. This means
that in a configuration with four containers, each con-
tainer will execute 1/4 of the workload. For example,
in a run of the stress-ng benchmark with 100,000 stres-
sors, each container will process 25,000 stressors.
Moreover, by considering the possible configura-
tions of allocating containers in virtual machines, we
obtained the 17 combinations (identified with a letter
from A to Q) illustrated in Fig. 4. For example, combi-
nation C is the configuration corresponding to a single

! https://www.spec.org/cpu2017/
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Fig. 4 Nesting N=1
configurations (i.e., 17

combinations of virtual A
machines and containers)
considered in our
experiments N=2

N=3

N=4

-

virtual machine allocated in a physical machine, and
two containers allocated in the virtual machine. There-
fore, each container has to execute half of the workload.

5 Experimental Results

In this section, we present the results of our experi-
ments, namely, performance, i.e, response time, as well
as power and energy consumption for the three SUTs.
Not to clutter the presentation, these results refer to the
sysbench workload. For the other two benchmarks, we
will briefly summarize the main similarities and differ-
ences. Note that to ensure the accuracy and reliability
of the results, we repeat every experiment 100 times.

@ Springer

N=5
I

5.1 Performance Results

In Table 3 we summarize the response time (in seconds)
as a function of the physical server and of the nesting
configuration. In detail, we define the following vari-
ables (see Fig. 5 for an example):

e N: fraction of workload for each configuration.

® Ryean and ST D: mean and standard deviation of
the response time of each configuration computed
over the 100 repetitions of each experiment.

e R and ST Dy : mean and the standard deviation of
the response time for each value of N.

Since each physical server has different hardware
resources, it is interesting to analyze individual servers
and understand behaviors, patterns and differences
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Table3 Summary of results obtained by the various nesting combinations as a function of the three servers considered in the experiments
with the sysbench workload

T430 T330 ST550

N "R Rmeam _SID STDy R Rmean _STD  STDy "R Roean  STD __STDy
A 1 27709 27709 0000 0.000  52.675 52.675 0000 0000  17.054 17.054 0.000  0.000
B 2 16817 17.188 0.063 0.523 45893 46839 0,077 1337  12.190 13.104 0.066  1.293
cC 2 17558 0.057 47.784 0.380 14.018 0.031
D 3 14649 14572 0358 1300  41.084 41434 0494 0494  11.025 11051 0.176 0.038
E 3 1449 2.196 41.783 1.553 11.078 0.721
F 4 12893 11401 0377 0834  31.083 29.962 0274 1.151 8987 8596 0411 0511
G 4 10662 1.989 28.784 0.440 8.018 0.465
H 4 10647 1.557 30.017 1.047 8.782 0.490
I 5 9673 8900 0388 0574 25978 22931 0912 2034 7345  7.628 0162 1.149
I 5 7.083 1713 21.978 1.026 6.257 0.358
K 5 11338 1.434 21.983 0.583 9.018 1.047
L 5 17506 1.300 21.783 0.902 7.893 1.850
M 6 8019 6857 0712 0559 18983 16681 0401 1.616 6873 5676 0418 0.338
N 6 8252 1.112 15.893 0.545 6.013 0.588
0O 6 1566 1.873 17.673 1.275 6.458 0.960
P 6 4981 0.771 15.873 0.714 4.140 0.116
Q 6 5468 0.414 14.984 0.718 4.895 0.848

among them. As Fig. 6 shows, the mean response time
(Rmean) generally decreases as N increases indepen-
dently of the server. This result was expected as it is
mainly due to the reduction of the workload executed
by the containers. Also, for a specific value of N, we
have different nesting configurations of containers and
virtual machines, thus the response time R varies with

Fig. 5 Example of how c1
Rueans STD, R and ST Dy VM1
are obtained for N = 5 with C2
configurations K and L vM2 |c3
VM3 |C4
VM4 G5
el
VM1
C2
(&2
VM2 |C4
€S

—-I R_mean, STD |

the configuration (see Table 3). Nevertheless, we notice
that when the number of containers allocated in a vir-
tual machine is higher than the number of containers
in other configurations, the mean response time and its
standard deviation tend to be bigger. In particular, for
the T430 server, when N > 2, the variability across
experiments increases. For example, for N = 3 (con-

3

—

R, STD_N

—-| R_mean, STD | |N-5 |

@ Springer
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Response time for each nesting configuration

50

Response time [s]

35“““““11“444

Configuration ID

WT430 mT330 mST550

Fig. 6 Mean response time (in seconds) of the sysbench workload as a function of the physical servers and of the nesting configuration

figurations D and E), the ST Dy is almost three times
bigger than the standard deviation obtained for config-
urations B and C for N = 2.

Considering the value of N, for the T430 server,
the most suitable option for N = 1 is the config-
uration A (one virtual machine with one container),
for N = 2 configuration B (two virtual machines
with one container each), D for N = 3 (one virtual
machine with three containers), H or N = 4 (two vir-
tual machines with one and three containers, respec-
tively), J for N = 5 (one virtual machine with five
containers) and P for N = 6 (three virtual machines
with two containers each).

For the T330 server, the best configurations for nest-
ing are: A for N = 1 (one container in a single vir-
tual machine), B for N = 2 (two virtual machines
with one container each), D for N = 3 (one virtual
machine with three containers), H for N = 4 (two vir-
tual machines with one and three containers, respec-
tively), L for N = 5 (four virtual machines with two-
one-one and one containers, respectively), and Q for
N = 6 (for virtual machines with two-two-one and
one containers, respectively).

For the ST550, the best configurations for nesting
are: A for N = 1 (one container in a single virtual
machine), B for N = 2 (two virtual machines with one
container each), D for N = 3 (one virtual machine with
three containers), G for N = 4 (two virtual machines
with two containers each), J for N = 5 (three vir-

@ Springer

tual machines with two, two and one containers respec-
tively), and P for N = 6 (three virtual machines with
two containers each).

After analyzing the different physical servers, we
can conclude that under the sysbench workload the
best options are the ones with fewer allocated virtual
machines in a physical server, independently on the
number of containers. Of course, the mean response
time for ST550 server is lower than the one obtained
for the T430 and T330 servers due to its more powerful
hardware resources.

Regarding the other two benchmarks, stress-ng and
SPEC CPU 2017, the response time behavior is very
similar to what obtained for the Sysbench workload,
that is, as the number of nested containers increases,
the average response time decreases. In addition, this
time varies for each of the nesting configurations. Con-
figurations with a higher number of virtual machines
show a higher response time due to the consolidation
overhead.

5.2 Power and Energy Consumption Results

Other important attributes considered in evaluating the
goodness of nesting containers in virtual machines are
the energy consumption and power consumption.

It is important to recall that the power consumption
is the amount of electricity that a computer hardware
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draws from the power supply unit (measured in Watts).
Also, the energy consumption refers to the amount of
electrical energy used by a computer system to per-
form its operations (measured in power units - time
units). This means that the energy consumption (W - s)
is calculated as product of the mean power consump-
tion (measured in Watts) and the mean response time
(measured in seconds).

Table 4 presents the summary of the power and
energy consumption. We outline that the mean energy
consumption is calculated as the product between the
mean response time and the mean power consumption.
For each physical server (i.e., T430, T330 and ST550),
we can easily note that the power consumption remains
stable across nesting configurations. More precisely,
the number of virtual machines and allocated contain-
ers do not affect the power consumption of a given
server. Nevertheless, the values of the power consump-
tion depend on the physical servers, their technology
and the CPU and memory resources.

Regarding the energy consumption, the values are
depicted in Fig. 7 for each server running the sysbench
workload. We can see that T330 server has the highest
energy consumption since this server has the worst per-

formance in terms of response time. On the contrary,
T430 and ST550 servers are more efficient in terms
of energy consumption. For all servers, the average
response time and energy consumption have a simi-
lar behavior. Energy consumption directly depends on
response time and power consumption. As the power
consumption remains constant, it does not affect the
behavior of energy consumption. This means that it is
the average response time that drives the behavior of
the energy consumed.

5.3 Comparison Among Servers

To summarize the results presented in the previous sec-
tions, we offer in Table 5 the most suitable nesting
configurations for the three servers according to the
mean response time and the energy consumption. We
can notice that when considering the mean response
time, the physical server does not significantly affect
the most suitable nesting configuration. Similarly, for
energy consumption, the behavior is generally indepen-
dent of the server.

Table 4 Summary of the mean response time (in seconds), power consumption (in Watts) and energy consumption (in Watts - s) of the
sysbench workload for each server as a function of the nesting configuration

T430 T330 ST550
N R Power Energy R Power Energy R Power Energy
A 1 27.708 93.339 2586.321 52.674 71.054 3742.750 17.054 81.564 1391.022
B 2 16.817 94.667 1592.053 45.893 71.097 3262.921 12.189 81.894 998.250
C 2 17.557 94.074 1651.723 47.784 72.089 3444.737 14.017 81.673 1144.881
D 3 14.649 94.479 1384.032 41.084 72.684 2986.184 11.024 81.245 895.689
E 3 14.495 94.599 1371.269 41.783 73.018 3050,970 11.078 82.084 909.354
F 4 12.893 94.176 1214.249 31.083 72.674 2258,964 8.987 82.784 744.009
G 4 10.662 94.387 1006.354 28.784 72.894 2098,211 8.017 82.563 661.980
H 4 10.646 94.494 1006.030 30.017 72.674 2181.494 8.782 82.873 727.825
1 5 9.673 94.889 917.901 25.978 72.907 1894,010 7.345 82.674 607.275
J 5 7.082 94.978 672.681 21.978 72.784 1599,680 6.256 82.784 517.940
K 5 11.337 95.006 1077.131 21.983 72.984 1604.447 9.017 82.674 745.540
L 5 7.506 94.479 709.197 21.783 73.089 1592.136 7.893 82.784 653.449
M 6 8.018 94.779 760.004 18.983 73.894 1402.765 6.873 82.981 570.364
N 6 8.251 94.259 771787 15.893 73.892 1174.400 6.013 82.784 497.815
O 6 7.565 94.023 711.368 17.673 73.672 1302.040 6.457 82.674 533.894
P 6 4.980 94.249 469.416 15.873 73.984 1174.382 4.140 83.987 347.733
Q 6 5.467 95.737 523.442 14.983 73.982 1108.515 4.895 83.235 407.470
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Fig. 7 Energy consumption of the sysbench workload for each server as a function of the nesting configurations

6 The Nesting Goodness Evaluation

As already stated, this paper aims to evaluate the good-
ness of nesting containers in virtual machines consider-
ing the trade-off between performance and energy effi-
ciency. For this purpose, we use a metric which allows
us to evaluate the goodness in terms of performance
and energy consumption at the same time. In particu-
lar, to compare performance and energy consumption
of N virtual machines running on a single physical
machine with those of N parallel physical machines
while they execute a CPU-intensive workload under
saturation, we will use the Ci S?2 (Consolidation Index
for CPU-Server Saturation) metric introduced in Juiz
and Bermejo [7]. This metric is expressed as the ratio of

two EDP (Energy-Delay Product) values [26], namely:

_ Evm-Rym

= Se . Sp (1)

~ Epm-Rpum

where E D Py y; and E D Pp ) denote the Energy-Delay
Products of the consolidated server and of the physical
server, Ev s and Ep)s represent the energy consump-
tion, Ry and Rpys correspond to the mean response
times, and S, and S}, denote the increment ratio of the
energy and the speedup of the performance, respec-
tively.

Letus recall that the EDP metric focuses on the over-
all energy consumption and performance of a system

Table 5 Comparisons between nesting configurations as a function of the server

Response time

Energy consumption

T430 T330 ST550 T430 T330 ST550
=1 A A A A A A
N=2 B B B B B B
N=3 D D D E D D
N=4 H H G H G G
N=5 J L J J J J
=6 P Q P p N p
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rather than on low-level metrics such as resource uti-
lization or CPU frequency, thus it provides a high-level
system-wide perspective on energy efficiency and per-
formance. This black-box model simplifies the evalua-
tion process and allows for a more straightforward com-
parison of different server options rather than getting
caught up in the intricacies of individual components.
Besides, the EDP metric is applicable across diverse
architectures and technologies, because it allows for
comparative analysis across different systems without
being based on specific low-level server characteristics.

The CiS? index is obtained by multiplying the per-
formance speedup (S,) and energy ratio (S,), thus we
obtain a number that does not depend on the measure-
ment unit and can be easily used to make comparisons
[7].

In our experimental scenario, the Ci S? index is
given by the ratio between the energy of the N con-
solidated VMs (or containers) and the energy of N
PMs multiplied by the corresponding speedup. High
CiS? values indicate a less favorable consolidation
scenario, that is, N VMs (or containers) on a single
physical server are less efficient in terms of perfor-
mance and energy consumption, compared to N par-
allel physical servers with the same workload. On the
contrary, low Ci$? values suggest that running N par-
allel VMs is more efficient in terms of energy and
performance. By computing the CiS? index for dif-
ferent values of N, it is possible to identify the optimal
point where consolidation offers the most significant
benefits in terms of energy savings and performance
improvement. Hence, the metric permits the evaluation
of the efficiency gains achieved through virtualization

Table 6 Reference system values used for the CiS? calculation

and consolidation under CPU-server saturation condi-
tions [7].

As stated in Juiz and Bermejo [7], the C i S? index
needs a reference system to be calculated. Since we aim
to evaluate the suitability of a nested system, the refer-
ence will be the system with allocated containers. It is
important to note that with the Ci S? index, a system is
compared with itself, that is, the comparison of a nested
server is performed with the same server without vir-
tual machines and containers. Table 6 presents the mean
response time, the power consumption and the energy
consumption for each physical server as a function of
the number of containers N allocated to execute the
workload. The speedup calculation considers the value
of N.For example, for evaluating the goodness of nest-
ing six parallel containers (N = 6), the reference is the
execution of the same workload into six parallel phys-
ical servers. For this reason, the power consumption is
multiplied by the number of N physical servers.

6.1 Assessing the Nesting Goodness for the Sysbench
Workload

Regarding the experimental results for the sysbench
workload, Figure 8a plots the Ci S? index as a function
of the different nesting configurations. As can be seen,
the Ci S? values vary with the configuration because of
the differences in the mean response times. We notice
that the most suitable nesting configurations for the
T430 server (in terms of Ci S2 value) are: A for N = 1,
Bfor N =2 EforN =3 HforN =4,]for N =5,
and P for N = 6. For the T330 server, the most suitable

T430 T330 ST550
N Riyean Power Energy Ruyean Power Energy Riean Power Energy
1 23.373 94.225 2202.340 48.543 71.202 3456.387 12.895 81.020 1044.826
2 8.858 188.868 1673.049 19.128 71.287 2727.170 4.975 80.070 796.792
3 5.029 283.320 1425.074 11.197 71.990 2418.367 2.861 82.675 709.773
4 3.369 365.342 1230.837 7.631 70.981 2166.709 1.938 79.674 617.664
5 2.476 438.545 1086.144 5.677 70.759 2008.636 1.435 79.013 567.155
6 1.934 508.254 983.319 4.473 70.463 1891.466 1.123 78.432 528.521
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nesting configurations (in terms of Ci S value) are: A
for N=1,Bfor N =2,Dfor N =3, Gfor N =4,
L for N =5and Q N = 6. In the same way, the most
suitable nesting configurations for the ST550 server (in
terms of Ci S? value) are: Afor N =1, Bfor N = 2,
DforN=3,GforN=4,JforN=5andP N =6.

It is important to outline that these results are sim-
ilar to the results obtained by considering simultane-
ously the mean response time and energy consumption.
Moreover, as previously stated, by means of the Ci S?
index we obtain for each physical server, the most suit-
able nesting configurations as a function of N. These
results are very useful for system administrators who
need to select a nesting configuration by considering
both performance and the energy consumption at the
same time.

Figure 8b shows the comparison of the mean values
of CiS? index for the three physical servers considered
in our experiments as a function of N. We can easily
notice similarities and differences in the patterns. For
example, for all servers, the values initially increase
and then, after an inflexion point, they start decreasing.
This is mainly due to the workload subdivision, that is,
when N increases, the amount of workload executed
by each container decreases. The value of the inflex-
ion point is different for each physical server, that is,
it occurs for a different number of nested containers
(N). The workload division allows the parallelization
for different values N for the three servers. For this
reason, for the ST550 server, that is the most power-
ful machine considered in the experiments, the nesting
configurations obtained for small values of N are the

@ Springer

most inefficient because its capabilities are not fully
exploited.

Moreover, we can see in Table 7 that the values of the
CiS? index vary with N, and they are highly dependent
on the physical hardware. In particular, for the server
T430 for N > 2 all nesting configurations are efficient
in terms of performance and energy trade-off, whereas
for the T330 and ST550 servers, the efficient configu-
rations correspond to N > 4, and N > 5, respectively.
This is due to the hardware features, and especially to
the RAM capacity. It would be necessary to allocate
additional virtual machines with nested containers in
order to obtain lower values of the CiS? index.

6.2 Assessment of the Nesting Goodness for the
Stress-ng and SPEC CPU 2017 Workloads

To further illustrate the use of the CiS?> metric for
assessing the suitability of a nesting configuration, we
considered two additional CPU workloads, namely,
Stress-ng and SPEC CPU 2017. The results of the Ci >
index for the T430 and ST550 servers and for combi-
nations ranging from A to G (with N up to 4), are
presented in Table 8.

These results confirm the results obtained for the
sysbench benchmark (see Section 6.1). In particular,
the values of the CiS? index change with the nesting
combinations and with the physical servers. For the
SPEC CPU 2017 workload the most suitable nesting
combinations are A, B, D and F, for N equal to 1, 2,
3 and 4, respectively. For the Stress-ng workload with
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Table 7 CiS? index for the three servers for the sysbench workload

T430 T330 ST550
N Cis? CiSZ,g Cis? CiSZ,, Cis? CiSZyg
A 1 1.392 1.392 1.175 1.175 1.760 1.760
B 2 1.806 1.881 2.870 3.013 3.069 3.558
¢ 2 1.956 3.155 4.048
D 3 2.828 2.800 4530 4618 4.861 4.910
E 3 2773 4707 4.959
F 4 3,775 2.981 4.246 3.953 5.585 5.119
G 4 2.587 3.652 4433
H 4 2582 3.960 5.339
1 5 3.300 2.897 4314 3382 5.478 6.012
J 5 1.771 3.083 3.979
K 5 4539 3.092 8.257
L 5 1.978 3.041 6.334
M 6 3.203 2427 3.146 2.447 6.604 4.648
N 6 3373 2205 5.043
0 6 2.829 2719 5.808
P 6 1.228 2202 2425
Q 6 1.504 1.962 3.360

80K operations, the most suitable nesting combinations
are A, C, E and G for N equal to 1, 2, 3 and 4, respec-
tively, while A, B, D and F for the workload with 160K
operations.

Moreover, we can observe that the inflexion point
has the same behavior of the sysbench workload. For
the physical servers with more powerful hardware,
it would be necessary to allocate additional virtual
machines with additional nested containers to inves-
tigate the down effect after the inflexion point.

Table 8 CiS? index for SPEC CPU 2017 and Stress-ng workloads

7 Discussion

In this section, we summarize and discuss the most rel-
evant conclusions of our experimental study. First of
all, the experiments suggest that the trend of the per-
formance is independent of the physical servers char-
acteristics and the workload being executed, that is,
when N increases, the mean response time tends to
decrease mainly because of the workload division. In
addition, depending on the nesting configuration, the
mean response time varies from server to server. Nev-

CiS? index
T430 ST550
Nesting combination SPEC_CPU Stress-ng(80K) Stress-ng(160K)
A 1.55 1.03 1.01
B 3.04 1.41 1.95
C 6.04 1.18 2.62
D 291 1.79 3.72
E 4.35 0,90 4.07
F 243 0,21 4.54
G 2.83 0.18 5.11
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ertheless, as a general behavior, the fewer the allocated
virtual machines in a physical server, the better the per-
formance. Moreover, as expected, the mean response
time depends on the physical server characteristics,
namely, the higher the number of CPUs and the big-
ger the RAM capacity, the lower the mean response
time.

Hence, from our experiments, we can conclude that
to select a nesting configuration considering the mean
response time, it is crucial to have a similar number of
virtual machines and containers, independently of the
physical server resources and of the workloads.

The second relevant result refers to the power con-
sumption. Our experiments have shown that for each
physical server the power consumption does not vary
for the various nesting configurations. We can indeed
observe a trend, that is, when the number of containers
increases, the power consumption tends to grow to a
limited extent. Therefore, the power consumption does
not play a significant role in the selection of a nesting
configuration.

The third important result refers to the energy con-
sumption. As previously mentioned, the energy con-
sumption is proportional to the mean response time.
Since the power consumption remains constant, the
energy consumption and the mean response time have
a similar behavior. As a consequence, to select a nest-
ing configuration that takes into account the energy
consumption, it is necessary to consider first the mean
response time.

Other interesting conclusions refer to the goodness
of nesting configurations. For a given value of N, the
values of the Ci S? index vary as a function of the nest-
ing configuration, thus the most suitable configuration
is the one with the lowest Ci S? index. In addition, the
values of the CiS? index vary with N because of the
workload division. This behavior is independent of the
physical server and the workload. Therefore, the Ci S>
index can be used to determine the goodness of nesting
containers in virtual machines for every hardware and
workload types.

As a general rule, whatever the way to consoli-
date is (virtual machines, containers or nesting virtual
machines and containers) the overhead should be mini-
mum. Hence, the number of virtual machines and con-
tainers should be as low as possible. In the case of
nesting, the number of virtual machines and contain-
ers should be as balanced as possible and the value
of the Ci S? index should be minimum. Then, we can
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state that the behavior of the goodness of server con-
solidation considering simultaneously the performance
and the energy consumption does not vary among the
different ways to consolidate, as [7, 11] demonstrated
previously. This means that the Ci S? index behavior is
independent of how the consolidation is made, using
virtual machines, containers or nesting containers in
virtual machines.

This study has some potential limitations. For exam-
ple, the use of KVM and Docker, as virtualization
technologies, might have affected performance, energy
consumption and the CiS? index. Moreover, exper-
iments performed on real infrastructures are often
affected by the issues inherent to real experimenta-
tion, such as sampling performance and power con-
sumption. However, despite these limitations, previ-
ous works (e.g., [7, 11]) demonstrated that the consol-
idation overhead behavior is independent of hardware,
workload type and hypervisor.

8 Conclusion and Future Work

This work studied the goodness of server consolidation
in terms of performance and energy consumption con-
sidering the current trend of nesting containers in vir-
tual machines while processing CPU-intensive work-
loads. We investigated the suitability of these solutions
for the current consolidated and virtualized servers.
To achieve this aim, real experimentation was per-
formed using classical benchmarking and monitoring
techniques.

To investigate the energy consumption, three CPU-
intensive workload were considered (i.e., Sysbench,
Stress-ng and SPEC CPU 2017). In addition, we
defined a set of configurations varying the number of
virtual machines and containers together with nesting
combinations. From these configurations, the perfor-
mance (mean response time) and the power consump-
tion were measured through software and hardware
monitors. Moreover, we applied the CiS? index to
quantify the trade-off between performance and energy
consumption and the suitability of each nesting config-
uration.

From the experimental results, we noticed similar
behaviors in the mean response time, power consump-
tion, and energy consumption for all nesting combina-
tions. However, the values of the Ci $? index indicated
that the suitability of the various configurations varies
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and depends on the number of virtual machines and
nested containers. In general, to obtain a good trade-
off it is advisable to use similar numbers of virtual
machines and containers.

The results obtained in this work will be very useful
for system’s administrators who will be able to decide
about virtual machines and containers nesting without
having information about their datacenters. Hence, we
believe that the use of the proposed approach will have
a potential influence on datacenter management.

As future research activities, we plan to extend this
work by increasing the number of virtual machines and
containers using a simulation approach. Besides, we
will extend this work by varying the virtualization tech-
nology and the characteristics of the workloads being
executed. In fact, the proposed methodology is not suit-
able for I/O, memory or communication bound work-
loads because for these workload types, the CPU uti-
lization is usually very low and the power consumption
of the physical servers remains at its nominal value,
thus there are no effects on the energy consumption
and the CiS2 metric is meaningless.
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